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(57) ABSTRACT

Systems and techniques for sharing data related to city
resiliency are described herein. The user interfaces described
herein, such as electronic readers, clustering visualizations,
and/or map visualizations, may provide human users with
tools for effective workflow processes to share and analyze
data related to city resiliency. Strategies to detect potential
city resiliency issues and/or resilience data may be auto-
matically shared, investigated, executed, applied, and/or
used by entities. Strategies and/or resilience data may be
modified to redact sensitive information and/or configured
through granular access controls for sharing. Electronic
communications may be automatically ingested and shared
through the city resiliency sharing system.
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DISTRIBUTED WORKFLOW SYSTEM AND
DATABASE WITH ACCESS CONTROLS FOR
CITY RESILIENCY

INCORPORATION BY REFERENCE TO ANY
PRIORITY APPLICATIONS

Any and all applications for which a foreign or domestic
priority claim is identified in the Application Data Sheet as
filed with the present application are hereby incorporated by
reference under 37 CFR 1.57.

This application claims benefit of U.S. Provisional Patent
Application Ser. No. 62/020,616 entitled “City Resiliency
Data Sharing System” filed Jul. 3, 2014, which is hereby
incorporated by reference in its entirety.

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application is related to but does not claim priority
from U.S. patent application Ser. No. 13/968,265 entitled
“Generating Data Clusters With Customizable Analysis
Strategies” filed Aug. 15, 2013, and U.S. patent application
Ser. No. 13/968,213 entitled “Prioritizing Data Clusters
With Customizable Scoring Strategies” filed Aug. 15, 2013,
each of which are hereby incorporated by reference in their
entireties and collectively referred to herein as the “Cluster
references.”

This application is related to but does not claim priority
from U.S. Pat. No. 8,515,912 entitled “Sharing And Decon-
flicting Data Changes In A Multimaster Database System”
filed Jul. 15, 2010, U.S. Pat. No. 8,527,461 entitled “Cross-
ACL Multi-Master Replication” filed Nov. 27, 2012, U.S.
patent application Ser. No. 13/076,804 entitled “Cross-
Ontology Multi-Master Replication” filed Mar. 31, 2011,
U.S. patent application Ser. No. 13/657,684 entitled “Shar-
ing Information Between Nexuses That Use Different Clas-
sification Schemes For Information Access Control” filed
Oct. 22, 2012, and U.S. patent application Ser. No. 13/922,
437 entitled “System And Method For Incrementally Rep-
licating Investigative Analysis Data” filed Jun. 20, 2013,
each of which are hereby incorporated by reference in their
entireties and collectively referred to herein as the “Sharing
references.”

This application is related to but does not claim priority
from U.S. Pat. No. 8,489,623 entitled “Creating Data In A
Data Store Using A Dynamic Ontology” filed May 12, 2011,
which is hereby incorporated by reference in its entirety and
referred to herein as the “Ontology reference.”

This application is related to but does not claim priority
from U.S. patent application Ser. No. 14/223,918 entitled
“Verifiable Redactable Audit Log” filed Mar. 24, 2014,
which is hereby incorporated by reference in its entirety and
referred to herein as the “Audit reference.”

This application is related to but does not claim priority
from U.S. Provisional Patent Application Ser. No. 61/863,
792 entitled “Cable Reader Labeling” filed Aug. 8, 2013,
U.S. patent application Ser. No. 14/332,312 entitled “Cable
Reader Labeling” filed Jul. 15, 2014, U.S. Provisional Patent
Application Ser. No. 61/863,814 entitled “Cable Reader
Snippets and Postboard” filed Aug. 8, 2013, and U.S. patent
application Ser. No. 14/332,306 entitled “Cable Reader
Snippets and Postboard” filed Jul. 15, 2014, each of which
are hereby incorporated by reference in their entireties and
collectively referred to herein as the “Reader references.”

This application is related to but does not claim priority
from U.S. patent application Ser. No. 13/917,571 entitled
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2
“Interactive Geospatial Map” filed Jun. 13, 2013, which is
hereby incorporated by reference in its entirety and referred
to herein as the “Map reference.”

This application is related to but does not claim priority
from U.S. Pat. No. 9,009,827 entitled “Security Sharing
System” filed May 16, 2014, and U.S. patent application Ser.
No. 14/518,757 entitled “Healthcare Fraud Sharing System”
filed Oct. 20, 2014, which are hereby incorporated by
reference in their entireties.

BACKGROUND

In the area of computer-based platforms, information
about cities may be collected, analyzed, and used to make
cities more resilient.

SUMMARY

The systems, methods, and devices described herein each
have several aspects, no single one of which is solely
responsible for its desirable attributes. Without limiting the
scope of this disclosure, several non-limiting features will
now be discussed briefly.

In some embodiments, a system comprises one or more
computing devices programmed, via executable code
instructions. When executed, the executable code instruc-
tions may cause the system to receive resilience data from
each of a plurality of entities associated with respective
municipalities, each entity comprising at least one comput-
ing system. The resilience data from the plurality of entities
may include electronic documents regarding actual or poten-
tial natural disasters associated with respective municipali-
ties. The resilience data may include first resilience data
comprising a first electronic document including informa-
tion regarding an actual or potential natural disaster associ-
ated with a first municipality. The resilience data may further
include second resilience data comprising a second elec-
tronic document including information regarding an actual
or potential natural disaster associated with a second munici-
pality. When further executed, the executable code instruc-
tions may cause the system to receive a search keyword from
athird entity associated with a third municipality. The search
keyword may be received via an interactive user interface
displayed on a computer display of the third entity. The
interactive user interface may include a reader user interface
having: a search area configured to receive search criteria
including the search keyword; a results area configured to
display summary information regarding any electronic
documents of the resilience data matching the search crite-
ria; and a data preview area configured to display at least a
portion of an electronic document selected in the results
area. When further executed, the executable code instruc-
tions may cause the system to search the resilience data,
including the first resilience data and the second resilience
data, for resilience data including the search keyword. When
further executed, the executable code instructions may cause
the system to, in response to determining that the first
electronic document includes the search keyword, initiate
update of the reader user interface to display first summary
information regarding the first electronic document in the
results area. When further executed, the executable code
instructions may cause the system to determine a plurality of
attribute values of the first electronic document. The attri-
bute values may include one or more of: author attributes;
recipient attributes; named attributes; and/or geolocation
attributes. When further executed, the executable code
instructions may cause the system to identify respective
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person objects associated with any identified author attribute
values, recipient attribute values, and named attribute values
of the first electronic document. When further executed, the
executable code instructions may cause the system to initiate
update of the interactive user interface to display a clustering
user interface. The clustering user interface may display: a
document icon representing the first electronic document;
one or more person icons each representing corresponding
person objects identified as associated with the first elec-
tronic document; one or more association lines between
pairs of respective person icons and the document icon;
and/or textual or graphical indicia associated with each
association line indicating respective associations between
respect person objects and the first electronic document. The
textual or graphical indicia may indicate the person object is
at least one of: an author, recipient, or named in the first
electronic document. When further executed, the executable
code instructions may cause the system to initiate update of
the interactive user interface to display an interactive map
user interface displaying: a geographic map; and/or graphi-
cal indicia of one or more geolocation attribute values
associated with the first electronic document.

In some embodiments, a system comprises one or more
computing devices programmed, via executable code
instructions. When executed, the executable code instruc-
tions may cause the system to communicate with a plurality
of entities, wherein each entity of the plurality of entities is
associated with a municipality, and wherein each entity
comprises a network of computing devices. When executed,
the executable code instructions may cause the system to
receive first resilience data from a first entity of the plurality
of entities, the first resilience data comprising information
associated with a first municipality and a potential acute
shock or chronic stress associated with the first municipality,
the first resilience data further comprising a first electronic
document. When executed, the executable code instructions
may cause the system to receive a search keyword. When
executed, the executable code instructions may cause the
system to search a plurality of municipality data, the plu-
rality of resilience data comprising the first resilience data,
using the search keyword to identify the first electronic
document. When executed, the executable code instructions
may cause the system to cause presentation on an electronic
display, of the first resilience data and the first electronic
document in a reader view, the reader view presenting at
least some of the first electronic document in the electronic
display. When executed, the executable code instructions
may cause the system to determine an association between
the first electronic document and a person object where a
property value of the first electronic document matches a
data value of the person object, wherein the property value
comprises at least one of: an author, text data, editor, or
recipient. When executed, the executable code instructions
may cause the system to cause presentation of representa-
tions of the first electronic document, the person object, and
the association between the electronic document and the
person object in a second view, wherein the second view
represents at least one of: an author, presence in, contributor,
editing, or recipient relationship between the person object
and the electronic document.

BRIEF DESCRIPTION OF THE DRAWINGS

Certain aspects of the disclosure will become more read-
ily appreciated as those aspects become better understood by
reference to the following detailed description, when taken
in conjunction with the accompanying drawings.
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4

FIG. 1 is a block diagram illustrating an example city
resiliency sharing system, according to some embodiments
of the present disclosure.

FIG. 2 is a flowchart illustrating an example resilience
data sharing process, according to some embodiments of the
present disclosure.

FIG. 3 is a flowchart illustrating an example modification
and/or access control process for resilience data and/or
strategies, according to some embodiments of the present
disclosure.

FIG. 4A is a block diagram illustrating an example city
resiliency sharing system sharing resilience data, strategies,
and/or modified resilience data, according to some embodi-
ments of the present disclosure.

FIG. 4B is a block diagram illustrating another example
city resiliency sharing system sharing resilience data, strat-
egies, and/or modified resilience data, according to some
embodiments of the present disclosure.

FIG. 5A is a block diagram illustrating an example access
control list for resilience data and/or strategy, according to
some embodiments of the present disclosure.

FIG. 5B illustrates an example city resiliency sharing
and/or redaction rules, according to some embodiments of
the present disclosure.

FIG. 6 is a block diagram illustrating another example city
resiliency sharing system, according to some embodiments
of the present disclosure.

FIG. 7 illustrates an example user interface of a reader
view of the city resiliency sharing system, according to some
embodiments of the present disclosure.

FIGS. 8A-8B illustrate an example user interfaces for
viewing data objects within the city resiliency sharing
system and/or a clustering view of the city resiliency sharing
system, according to some embodiments of the present
disclosure.

FIG. 9 illustrates an example interactive map of the city
resiliency sharing system, according to some embodiments
of the present disclosure.

FIG. 10 illustrates another example user interface for a
message board of the city resiliency sharing system, accord-
ing to some embodiments of the present disclosure.

FIG. 11 is a flowchart illustrating an example workflow
process, according to some embodiments of the present
disclosure.

FIG. 12 is a flowchart illustrating an example strategy
generating and sharing process, according to some embodi-
ments of the present disclosure.

FIG. 13 illustrates example strategies in a format com-
prising code instructions, according to some embodiments
of the present disclosure.

FIG. 14 illustrates an example user interface for viewing,
executing, and/or reviewing the results of strategies within
the city resiliency sharing system, according to some
embodiments of the present disclosure.

FIG. 15 is a block diagram illustrating an example city
resiliency sharing system with which various methods and
systems discussed herein may be implemented.

DETAILED DESCRIPTION

Disclosed herein are systems for automating processes of
identifying related resiliency information between multiple
municipalities (referred to as “cities” herein, which also
applies to any other municipality or group of individuals) by
executing algorithms for analysis of databases of informa-
tion from various resources and providing information to
analysts that enables quick access to strategies and/or docu-
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mentation regarding relevant resilience data, as well as
information on individuals involved in planning resilience
efforts in other municipalities that can be contacted to obtain
even more assistance in planning efforts.

In one embodiment, a resilience sharing system imple-
ments a workflow process for analyst to review, visualize,
and investigate the city resiliency information, and/or detec-
tion strategies among multiple entities. Using the techniques
and systems described herein, city resiliency threats, shocks,
and/or stressors may be addressed more preemptively and/or
efficiently by utilizing more information and/or analysis
from other entities. Those techniques and systems may
comprise automatic and/or in an ad hoc manner sharing city
resiliency information and/or generic strategies to combat
city resiliency threats. Sharing of city resiliency data may
prevent, reduce, and/or mitigate the threat of natural disas-
ters, city violence and/or crime, climate change, transporta-
tion issues, etc. Furthermore, the city resiliency sharing
system may enable users of the system to quickly analyze
and/or process city resiliency information from multiple
distributed participants to develop city resiliency strategies.
For example, an analyst may be able to review or send
resilience data in a reader view, analyze relationships among
resilience data objects in a clustering view, and/or interact
with resilience data in an interactive map.

Many cities have large amounts of data (hundreds of
gigabytes, for example) relevant to indicators and/or aspects
of city resiliency. However, many entities are unable to
synthesize such data into actionable information due to lack
of communication. For example, intra-city cooperation may
be difficult when data sources are siloed within individual
departments. Yet another example is the difficulty of inter-
city collaboration due to technological barriers to sharing,
data sensitivities, and/or regulations.

The city resiliency sharing system disclosed herein
enables participating organizations to exchange critical
information and/or context about emerging city resiliency
threats in real or near time, subject to highly granular access
controls and/or automatic redaction of sensitive data. In
some embodiments, secure sharing may be achieved through
secure communication protocols (e.g., one or more encryp-
tion standards and/or protocols), access controls, access
control lists, and/or the redaction of data. In some embodi-
ments, entities can participate in the city resiliency sharing
system in multiple ways by sharing only what they are
willing to share. For example, in addition to full data
sharing, entities can share partial subsets of their data, or
receive but not share data. In the example, participating
entities specified exactly how they will participate in the city
resiliency sharing system: what data they share, what con-
ditions govern data transmission, and what access controls
govern entity and/or individual users’ data access. The
secure sharing of data may enable compliancy with laws
governing the handling of personal data. Participating orga-
nizations may instantly gain access to real or near time feeds
and/or intelligence, which are shared and enriched by par-
ticipants across multiple industries and/or geographic
boundaries. With the city resiliency sharing system, partici-
pating organizations may collaboratively improve situ-
ational awareness, obtain a comprehensive understanding of
threats facing their cities. In some embodiments, the city
resiliency sharing system may provide a full suite of data
integration and analytical capabilities that allow organiza-
tions to quickly pivot from city resiliency identification to
incident response and mitigation, all within the same plat-
form.
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Aspects of city resiliency, which may be shared as city
resiliency data and/or generic strategies by the city resil-
iency sharing system as described herein, are described in
further detail in Jo da Silva & Braulio Morera, Arup, City
Resilience Framework (2014), which is hereby incorporated
by reference in its entirety and is made a part of this
specification. The city resiliency sharing system described
herein may allow entities to evaluate and optimize one or
more of the following indicators and/or aspects of a resilient
city (as described in City Resilience Framework): minimal
human vulnerability such as meeting the basic needs of the
residents of a city; diverse livelihoods and employment;
adequate safeguards to human life and health; strong com-
munity networks; social stability and security such as law
enforcement, crime prevention, and/or emergency services;
availability of financial resources and/or contingency funds;
reduced physical exposure and vulnerability such as envi-
ronmental stewardship, appropriate infrastructure and build-
ings, effective land use planning, and/or the enforcement of
planning regulations; reliable communication networks, and
integrated development planning.

Sharing city resiliency information may allow for dis-
tributive and/or efficient responses to city resiliency threats,
shocks, and/or stressors. As used herein, an “entity” may
refer to an institution, organization, local government, city,
municipality, territory, federal government, and/or depart-
ments thereof. Thus, entities may share city resiliency infor-
mation automatically and/or in an ad hoc manner to improve
resiliency. The city resiliency sharing system may modify
city resiliency data to redact confidential, personal, and/or
sensitive information for sharing with other entities.

As used herein, “resilience data” may refer to any data
that can be shared among entities to improve resiliency. For
example, resilience data may be used to improve the resil-
iency of a city, municipality, territory, jurisdiction, and/or
country. Non-limiting examples of resilience data include
building data, electronic communications, electronic docu-
ments, maps, and/or any other data associated with resil-
iency of a city, municipality, territory, jurisdiction, and/or
country. The resilience data may be in various formats, such
as a database format, files, XML, JSON, a file format that is
proprietary to the city resiliency sharing system 100, data
object format, or any other format, and may be encrypted or
have resilience data of any available type.

In some embodiments, the suite of data integration and
analytical capabilities of the city resiliency sharing system
may allow an analyst to analyze the resilience data and/or to
develop long-term city resiliency strategies. For example,
the city resiliency sharing system may include a user inter-
face displaying a city map with heat map data, received from
one or more entities, regarding building information and/or
crime statistics to allow a user to perform city resiliency
analyses. In some embodiments, map data may be displayed
and/or interactive maps may be presented. In some embodi-
ments, displaying map data and/or presenting interactive
maps by the systems, methods, and/or techniques disclosed
in the Map reference. The city resiliency sharing system may
include a user interface for displaying clusters of resilience
data and/or generic strategies. In some embodiments, city
resiliency data and/or strategies may be clustered and/or
displayed by the systems, methods, and/or techniques dis-
closed in the Cluster references. In some embodiments,
resilience data may be displayed and/or consumed via a
reader user interface. In some embodiments, a reader may be
implemented and/or resilience data may be displayed by the
systems, methods, and/or techniques disclosed in the Reader
references. In some embodiments, the city resiliency sharing
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system may use, receive, and/or share city or socioeconomic
related data from data sources separate and/or distinct from
the entities of the city resiliency sharing system. For
example, the city resiliency sharing system may allow a user
to predict the socioeconomic impact of a flood. Thus, the
city resiliency sharing system may allow organizations to
proactively detect, investigate, and prevent city resiliency.

Sharing of generic strategies through the city resiliency
sharing system may efficiently combat city resiliency
threats. In some embodiments, a generic strategy may be
determined and updated by machine learning software that
analysis related resiliency data and/or generated by human
analysts or any participating entity and provided to the city
resiliency sharing system for use by other participating
entities. In some embodiments, a generic strategy may be
generated by the city resiliency sharing system following a
disaster and/or event against any entity and/or city using the
system. A generic strategy may differ from a specific city
resiliency event by comprising more abstract characteristics
of a city resiliency event that may be used to proactively
detect other city resiliency events and/or threats. The generic
strategies may be configured to be executed, enabled, and/or
implemented on other entities and/or computing systems to
defend against and/or combat city resiliency threats from
being perpetuated.

Example System Overview

FIG. 1 illustrates an example city resiliency sharing
environment 190, according to some embodiments of the
present disclosure. In the example embodiment of FIG. 1,
the city resiliency sharing environment 190 comprises a
network 120, a city resiliency sharing system 100, one or
more city resiliency events 130 (including city resiliency
events 130A, 130B, 130C, and 130D in the example of FIG.
1), one or more entities 110 (including entities 110A, 110B,
and 110C in the example of FIG. 1), and resilience data 140
(including resilience data 140A, 140B, and 140C). The
network 120 may comprise, but is not limited to, one or
more local area networks, secure networks, wide area net-
work, wireless local area network, wireless wide area net-
work, the Internet, or any combination thereof. The city
resiliency sharing system 100 may share resilience data
and/or strategies (not illustrated) with one or more entities
110. In some embodiments, user may share resilience data
with city resiliency sharing system 100 via mobile comput-
ing devices, such as tablets or smartphones, for example.

A city event 130 may include a weather event, disease
event, crime event, disaster, and/or any event that may affect
a city. As used herein, a “city event” may refer to an acute
shock and/or major event such as an earthquake, flood,
emergency, terrorist attack, a sharp and/or sudden event that
threatens a municipality, for example. Example acute shocks
include natural disasters such as, but not limited to, hurri-
canes, earthquakes, tornadoes, volcanic eruptions, tsunamis,
floods, wildfires, droughts, avalanches, or landslides. Addi-
tionally or alternatively, as used herein, a “city event’ may
refer to chronic stresses such as long-term unemployment or
poverty, an inefficient public transportation system, endemic
violence, water shortage, or any event(s) that weaken a
municipality on a day-to-day and/or cyclical basis, for
example. Resilience data 140 may include, but is not limited
to electronic communications, electronic documents, city
reports, building data, etc. for city resiliency.

In some embodiments, such as the example embodiment
of FIG. 1, the city resiliency sharing environment 190
further comprises one or more data sources 150 (including
data sources 150A and 150B) and one or more resilience
data 152 (including resilience data 152A and 152B). As used
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herein, a “data source” may refer to an entity 110, a source
of information that is proprietary and/or local to an entity,
and/or a non-entity source of information, such as, but not
limited to, a public website, public vendor, and/or private
vendor of information. Data sources 150 may include open
source information and/or data. Example data sources and/or
open source information include police department data
sources (such as Calls for Service, Electronic Police
Reports, Field Information Cards, and Case Management
Systems, etc.); Emergency Medical Services data sources;
hospital, shelter, and school locations; geological informa-
tion such as liquefaction; critical infrastructure mapping
data; mobility and transit data; public works in construction
projects information; map layer data; data regarding street-
light and/or liquor store locations; insurance claim data;
and/or energy data such as gas, oil, and/or electricity sup-
plies. In some embodiments, weighting data may be asso-
ciated with the data sources, such that the weightings are
indicative of a reliability of city related data from the
respective data sources.

The entities 110 may comprise one or more computing
devices. Example entities 110 includes cities, institutions,
organizations, local governments, the federal government,
and/or departments or agencies thereof. For example, city
resiliency sharing system 100 may enable intra-resilience
data sharing and/or collaboration. In the intra-city example,
departments, agencies, and/or other institutions may use
system 100 within a city to eliminate data silos, facilitate
data sharing, and/or enhance collaboration. Employees and/
or analysts across the city can contribute to and/or leverage
system 100 as a knowledge repository and/or workflow
system for the city. Additionally or alternatively, city resil-
iency sharing system 100 may enable inter-resilience data
sharing and/or collaboration. For example, entities 130 (that
are cities) within system 100 may collaborate to create a
shared and/or centralized hub for powerful data analysis
across the entities and are cities. The cities may exchange
critical information, best practices, and/or strategies in near
time to address emerging trends and/or threats to cities to
improve city resiliency.

The city resiliency sharing system 100 may operate as a
single instance, client server system, or as a distributed
system. For example, there may be multiple instances of the
city resiliency sharing system 100 running simultaneously
that communicate through the network 120, such as on
computing systems of each of the entities 110. In some
embodiments, each city resiliency sharing system instance
operates independently and/or autonomously. In some
embodiments, there is a central server of the city resiliency
sharing system 100 and individual clients of the city resil-
iency sharing system communicate with the central server
via the network 120. In the central server example, the
central server may contain and/or store open source data.
Each participant of the city resiliency sharing system 100
may communicate with other participants and/or the central
server.

Example Resilience Data Sharing Processes

FIG. 2 is a flowchart illustrating a resilience data sharing
process, according to some embodiments of the present
disclosure. Example method 200 of FIG. 2 may be per-
formed by the city resiliency sharing system and/or one or
more entities discussed about with reference to FIG. 1.
Depending on the embodiment, the method of FIG. 2 may
include fewer or additional blocks and/or the blocks may be
performed in order different than is illustrated.

Beginning in block 202, an event occurs at one of the
entities 110. As noted above, various activities may be
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considered events on an entity 110. Non-limiting examples
of events include a major disaster such as an earthquake a
flood, new legislation regarding building safety, and/or
building inspections.

At block 204, the event is identified and/or resilience data
is generated and/or accessed. For example, a draft of a
legislative document or form data from a building inspection
may be generated, which can be shared via city resiliency
sharing system 100 as resilience data. In some embodiments,
the event may be identified automatically or the event may
be identified by a human analyst, such as a city resiliency
analyst. In some embodiments, events are initially detected
and/or flagged by one or more systems and/or processes and
then a human analyst confirms the detected event before the
resilience data is shared, such as according to the process
described below. Additionally or alternatively, a city resil-
iency analyst may indicate resilience data, such as one or
more resilience data objects, to be shared via city resiliency
sharing system 100 (e.g. FIGS. 7 and 10).

In some embodiments, identification of events occurs by
the systems, methods, and/or techniques disclosed in the
Cluster references. For example, resilience data objects,
events, documents, and/or communications may be clus-
tered as illustrated by U.S. patent application Ser. No.
13/968,265. A human analyst may then view and analyze the
cluster of related resilience data objects, events, documents,
and/or communications. Clusters of resilience data objects
may also receive rankings and/or scorings as illustrated by
U.S. patent application Ser. No. 13/968,213.

In some embodiments, resilience data, documents, com-
munications, strategies, and/or other city resiliency infor-
mation may be data objects that are stored and associated
with other data objects in data structures similar to those
disclosed in the Ontology reference. For example, resilience
data, documents, communications, strategies, and/or other
city resiliency information may be included in data objects
that are included in an ontology, which may be shared with
other entities across the city resiliency sharing system and/or
the data objects remain uniform across the entities they are
shared with. In other words, the city resiliency sharing
system may support a unified data object ontology. Addi-
tionally, each entity may support its own data object model
and/or ontology that is different from its peer entities. In
some embodiments, an ontology may provide a consistent
view of resilience data across multiple entities. Another
benefit of a unified data object ontology is to prevent
duplicate and/or conflicting copies of data objects, and/or to
allow for easy de-duplication of data objects.

At block 306, the resilience data may be optionally
modified for sharing. For example, information regarding
building data, employee information, account numbers, or
personal information, such as social security numbers, may
be removed from the resilience data before it is shared with
the city resiliency sharing system 100. The entity 110 may
remove and/or modify data regarding the event and/or the
city resiliency sharing system 100 may remove and/or
modify data regarding the event once received from the
entity 110 (e.g., as discussed below in block 208).

In some embodiments, the city resiliency sharing system
100 uses access control lists and/or sharing rules to share,
redact, and/or modify the resilience data. Additional infor-
mation regarding the sharing, redaction, and/or modify of
resilience data is discussed in further detail with reference to
FIGS. 3, 4, and 5A-5B.

Next, at block 208, the resilience data may be provided by
the entity 110 to the city resiliency sharing system 100, such
as via the network 120 of FIG. 1. Depending on the
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embodiment, the resilience data may be shared in various
manners, such as via a shared network location that stores
the resilience data, a direct communication via an email or
HTTP communication, or in any other manner. The resil-
ience data may be in various formats, such as a database
format, files, XML, JSON,; a file format that is proprietary to
the city resiliency sharing system 100, data object format, or
any other format, and may be encrypted or have resilience
data of any available type.

In some embodiments, sharing of resilience data occurs
by the systems, methods, and/or techniques disclosed in the
Sharing references. For example, resilience data may be
shared and/or deconflicted through a replicated database
system as illustrated by U.S. Pat. No. 8,515,912, thereby
preventing duplicate and/or conflicting copies of data. Resil-
ience data and/or strategies may also be shared through a
database system with multiple ontologies as illustrated by
U.S. patent application Ser. No. 13/076,804. The sharing of
resilience data and/or strategies may also occur via incre-
mental database replication as illustrated by U.S. patent
application Ser. No. 13/922.437.

In some embodiments, secure sharing through audited
activity logs occurs by the systems, methods, and/or tech-
niques disclosed in the Audit reference. For example, shar-
ing activity may be stored in cryptographically immutable
audit logs that can be quickly analyzed for suspicious user
behavior.

At block 210, the resilience data that is received at the city
resiliency sharing system 100 is wholly or partially shared
with one or more entities 110. For example, if the resilience
data is received from entity 110A, the city resiliency sharing
system 100 may share the resilience data to entities 110B,
110C, and/or external systems, such as in accordance with
sharing preferences of the entities. For example, the sharing
preferences and/or access control lists of entity 110A may
determine the entities and/or users that are permitted to
receive the respective resilience data. In some embodiments,
the sharing preferences and/or access control lists of entities
110B, and/or 110C determine which resilience data the
respective entities receive, for example.

At block 212, the resilience data may be optionally used
by the entities with which the resilience data is shared. For
example, the resilience data may be used to proactively
detect and/or hopefully prevent similar shocks and/or
stresses on a city. Other examples include allowing a human
analyst to contact the author of a report shared through
system 100, generate a map of buildings that have a high risk
of being structurally unsafe, and/or create a report using the
shared resilience data.

Access Control/Moditying Resilience Data and/or Strategies

FIG. 3 is a flowchart illustrating a modification and/or
access control process for resilience data and/or strategies,
according to some embodiments of the present disclosure.
Example method 300 of FIG. 3 may be performed in whole,
or in part, as part of block 206 of FIG. 2 and/or block 1208
of FIG. 12. Depending on the embodiment, the method of
FIG. 3 may include fewer or additional blocks and/or the
blocks may be performed in order that is different than
illustrated.

At block 302, city resiliency sharing system 100 option-
ally retrieves an access control list. In some embodiments,
an access control list may be associated with a resilience
data item and/or strategy. For example, the access control list
may indicate entities and/or users that are permitted to
receive and/or to view the respective resilience data item
and/or strategy, which is described in further detail with
reference to block 304.
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At block 304, recipients may be specified for resilience
data and/or strategies. For example, an entity may only want
to send resilience data to other entities it has close relation-
ships with or entities in a particular vertical market or having
other attributes. Therefore, the entity may specify one or
more criteria for entities with which resilience data and/or
strategies may be shared with through the city resiliency
sharing system 100. The sharing data may be provided in
any available format, and may apply to sharing of resilience
data and/or strategy data from the entity that provides the
sharing data. In some embodiments, a human analyst
approves and/or select the recipients of resilience data
and/or strategies. As described herein, the access control
lists may specify recipients such as entities and/or users
permitted to receive and/or view resilience data and/or
strategies.

In some embodiments, access controls for replicating
resilience data and/or strategies at block 304 occurs by the
systems, methods, and/or techniques disclosed in the Shar-
ing references. For example, asynchronous replication of
resilience data and/or strategies occur via access control lists
that are described in further detail in U.S. Pat. No. 8,527,461
and in with reference to FIG. SA. Replication of resilience
data and/or strategies may occur where databases use dif-
ferent classification schemes for information access control
as illustrated by U.S. patent application Ser. No. 13/657,684.

At block 306, resilience data and/or strategies may be
made anonymous. For example, resilience data and/or strat-
egies may comprise the source entity of the resilience data
and/or strategies. Thus, an entity may specify whether the
sharing resilience data and/or strategies should be anony-
mous. In some embodiments, there is a global setting and/or
configuration for specifying anonymity. There may be a
configurable setting enabling anonymity for some recipients
but not others. In some embodiments, a human may approve
or specify (or an access control list may specify) anonymity
for each resilience data item and/or city that is shared.

At block 308, irrelevant and/or sensitive data may be
redacted from resilience data and/or strategies. For example,
resilience data may initially comprise sensitive building data
such as building identifiers and/or geolocation data. Other
example resilience data includes personal information, such
as, but not limited to, social security numbers, health
records, names, birthdates, addresses, etc. An entity may not
want to and/or be legally prohibited from sharing such
information. An entity may redact and/or remove particular
information. Thus, redaction, removal, and/or de-identifica-
tion may allow an entity to be in compliance with applicable
laws and/or regulations. Removal of sensitive information
and/or entity specific information, such as internal identifi-
ers, from resilience data, may abstract the resilience data to
increase usability by other entities. In some embodiments,
redaction of resilience data and/or strategies is automatic,
manual, or some combination thereof. For example, there
may be a configurable list of fields, such as, name, account
number, etc., to be removed from resilience data and/or
strategies. For example, access control lists may indicate
resilience data and/or strategies that are to be redacted.
Redaction may require approval by a human analyst. In
some embodiments, redaction of resilience data and/or strat-
egies may be performed by a human analyst.

At block 408, resilience data and/or strategies may be
weighted differently such as based on the entity that provides
the resilience data or strategy (e.g., some entities may be
more reliable providing resilience data than others) or based
on the type of event identified in the resilience data or
strategy set, and/or other factors. For example, if resilience
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data indicates a high risk associated with the event, city
resiliency sharing system 100 may assign a high weighting
to the resilience data. However, if the reported event is minor
and/or from an entity that commonly misreports events, a
lower weighting may be assigned to the resilience data, such
that sharing of the resilience data doesn’t introduce false
event alerts in other entities. Thus, in some embodiments,
city resiliency sharing system 100 tracks the accuracy,
reliability, and/or trustworthiness of reported events and/or
data from respective entities and automatically applies
weightings and/or prioritizations to future reports from those
entities based on the determined accuracy.

The weightings may be assigned manually and/or auto-
matically. For example, in some embodiments a human
analyst specifies whether resilience data and/or strategies are
important. These weightings may change over time, as the
events themselves evolve.

From the perspective of a receiving entity, resilience data
and/or strategies may be optionally weighed differently.
Thus, if an entity values resilience data and/or strategies
from a different entity highly, the entity may set a high level
of priority for anything received from that different entity.
Sharing Resilience Data and/or Strategies

FIG. 4A illustrates a city resiliency sharing system shar-
ing resilience data, strategies, and/or modified resilience
data, or subsets thereof, according to some embodiments of
the present disclosure. In accordance with some embodi-
ments of the present disclosure, the city resiliency system
100 may comprise a workflow unit 428, strategy unit 430, a
resilience data modification unit 440, a strategy data store
432, and/or a resilience data store 442.

As shown in the example of FIG. 4A, events 130A and
130B occurred at entity 110A. In this example, entity 110A
or a user at entity 110A upon identifying the one or more
events (see, e.g., FIG. 2), may send resilience data 400 (such
as building data, a communication, or a report) to the city
resiliency sharing system 100 through the network 120. In
some embodiments, the city resiliency sharing system 100
automatically collects resilience data from an event.

In this example, city resiliency sharing system 100 gen-
erates a strategy 410 and/or modified resilience data 420
based on the resilience data 400 corresponding to the one or
more events 130, such as by any one or more processes
discussed with reference to FIGS. 2, 11, and/or 12. For
example, the multiple events 130A and 130B illustrated in
FIG. 4A may be associated with building structural integrity
issues at the entity 110A. Strategy 510 may be generated
and/or output to other entities by the strategy unit 430. The
strategy unit 430 may be stored in the strategy data store
432. The modified resilience data 420 may be generated
and/or output to other entities by the resilience data modi-
fication unit 440. The modified resilience data 420 may be
stored in the resilience data store 442. For example, the
modified resilience data may include building data and/or
reports regarding best practices on building inspection pro-
cedures. The modified resilience data 420 may differ from
the resilience data 400 by not having data regarding par-
ticular building identifiers and/or geolocation identifiers in
the original resilience data 400. As illustrated in FIG. 4A,
city resiliency sharing system 100 shares strategy 410 with
another entity 110B through the network 120 and the modi-
fied resilience data 420 with another entity 110C. The
entities 110B and 110C may change, update, modify, etc.,
their city resiliency measures based on the strategy 410 or
modified resilience data 420, respectively.

In some embodiments, city resiliency sharing system 100
may be able to automatically generate strategies based on
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one or more events. Strategies may be automatically output
by strategy unit 430. For example, the strategy unit 430 may
take as input data regarding events and automatically gen-
erate a strategy from patterns recognized in the data.

In some embodiments, a human analyst and/or a team of
analysts may review patterns from the one or more events to
generate a strategy. City resiliency sharing system 100 may
provide user interface tools to humans for analyzing events
and/or creating strategies (e.g., FIGS. 7, 8A-8B, 9, 10, and
14). For example, a strategy may be viewed and executed
within a clustering view interface, which is described further
in detail with respect to FIG. 14. In some embodiments, a
team of analysts may review documents, communications,
and/or resilience data from multiple entities of city resil-
iency sharing system 100. The analysts may conceive and/or
generate strategies to share them with entities through city
resiliency sharing system 100.

In some embodiments, strategies may be generated by
entities and shared through city resiliency sharing system
100. For example, strategy unit 430 may receive strategies
from entities for distribution to other entities through city
resiliency sharing system 100.

The shared resilience data and/or strategy may be modi-
fied by the entity 110A and/or the city resiliency sharing
system 100, such as by any one or more processes discussed
with reference to FIGS. 2, 3, and 12. Modification by the
resilience data modification unit 340 and/or storage in
resilience data store 442 may achieve some of the goals
and/or advantages illustrated in FIG. 4A.

Sharing Resilience Data and/or Strategies from Multiple
and/or Different Entities

FIG. 4B is a block diagram illustrating another example
city resiliency sharing system sharing resilience data, strat-
egies, and/or modified resilience data that has been received
from and/or determined based on information from multiple
and/or different entities, according to some embodiments of
the present disclosure. As shown in the example of FIG. 4B,
the entity 110A has received one or more events 130A and
130B and the entity 110B has received one city event 130C
(although an event, as used herein, may include one or any
number of city activities, shocks, and/or stressors).

In this embodiment, the entity 110B, upon identifying the
one or more events (see, e.g., FIG. 2), may send resilience
data 450 to city resiliency sharing system 100 through the
network 120. Similar to entity 110B, entity 110A may send
resilience data 455, including information regarding events
130A and 130B to city resiliency sharing system 100. In this
example, city resiliency sharing system 100 generates a
strategy 460 based on the resilience data 455 from entity
110A and the resilience data 450 from entity 110B. For
example, the multiple events illustrated in FIG. 4B may be
associated with building data, such as building inspection
data, reports, and/or communications.

Strategy generation and/or sharing in FIG. 4B may be
similar to FIG. 4A.

City resiliency sharing system 100 may process the resil-
ience data from different entities to share strategies, resil-
ience data, and/or modified resilience data. In FIG. 4B, city
resiliency sharing system 100 shares modified resilience
data 465 with entity 110C, which may not have had an
events similar to events 130A-130C that were shared by
entities 110A, 110B. For example, the modified resilience
data 465 may include building inspection data. The modified
resilience data 465 may differ from the resilience data 450
and/or resilience data 455 by not having data regarding
particular building identifiers and/or geolocation identifiers
in the original resilience data 450 and/or resilience data 455.
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Access Control and/or Sharing Rules

FIG. 5A is a block diagram illustrating an example access
control list for resilience data and/or strategy, according to
some embodiments of the present disclosure. In some
embodiments, city resiliency sharing system 100 uses access
control lists to allow respective entities to specify which
other entities permitted to receive resilience data and/or
strategies. Additionally or alternatively, access control lists
may further specify the permissions of particular users to
view and/or modify resilience data and/or strategies. Access
control environment 590 includes resilience data and/or
strategy 540 and access control list 500. As described herein,
example resilience data and/or strategy 540 includes elec-
tronic communications, documents, code instructions, rows,
data objects, code instructions, properties, attributes, fields,
records, etc. In some embodiments, access control list 500 is
stored in a data store of city resilience sharing system 100.
Example access control list 500 includes one or more access
control items 520 and zero or more classification 530.
Example access control list 500 is associated with one or
more resilience data items and/or strategies, such as a data
and/or strategy 540. Thus, example access control list 500 of
city resiliency sharing system 100 provides a level of
granularity to specify sharing rules and/or permissions on a
per-resilience data item and/or strategy basis.

Example access control item 520 includes group 521 and
permission 522. Example group 521 identifies a set of
entities and/or users. Example permission 122 identifies an
operation an entity and/or user in the set can perform on
resilience data and/or strategy 540. Additionally or alterna-
tively, example permission 122 further identifies an opera-
tion the entity and/or user in the set can perform on access
control list 500. Non-limiting examples of permission 122
include read, write, owner, create, delete, read only, and/or
some combination thereof.

In some embodiments, if access control list 500 has a
classification 530, then an entity and/or user must be autho-
rized for the classification 530. Thus, classification 530 may
override permission 522 granted to the entity and/or user.
For example, one possible set of classification markings as
part of classification 530 include “Top Secret,” “Secret,”
“Confidential,” “Restricted,” “For Official Use Only,”
among others, while another example classification scheme
may use the markings: “Public” and “Restricted,” among
others. For example, the permissions of an access control list
may indicate that a particular data object should not be
shared with particular one or more entities and/or users.
Additional detail regarding the sharing of resilience data
and/or strategies occur via access control lists is described in
further detail in U.S. Pat. No. 8,527,461.

FIG. 5B illustrates an example sharing rules, according to
some embodiments of the present disclosure. Example shar-
ing rules 550 may be used additionally or alternatively to the
access control lists described with reference to FIG. SA. For
example, sharing rules 550 may be one or more tables in a
data store of the city resiliency sharing system 100. In other
examples, sharing rules 550 may be in various formats, such
as a data object format, XML, JSON, a file format that is
proprietary to the city resiliency sharing system 100, or any
other format. The columns and/or fields shown in sharing
rules 550 are illustrative. In some embodiments, there may
be additional or less columns and/or fields. Sharing rules 550
may be used to redact and/or modify any property of
resilience data, strategies, and/or other city resiliency infor-
mation of city resiliency sharing system 100. The redaction
and/or modification of any property may be possible because
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resilience data, strategies, and/or other city resiliency infor-
mation may be in a data object format.

As shown in FIG. 5B, example sharing rules 550 may be
used by the city resiliency sharing system 100 (and/or by
individual entities in some embodiments) to redact and/or
modify resilience data and/or strategies. For example, there
are four example entities shown (see the Entities column).
Resilience data from a building inspection may include
geolocation data in a Global Position System (GPS) format
and/or some other geolocation data. Thus, the redact geo-
location data column may be used to remove the actual GPS
coordinates from the building inspection data. In the
example, the geolocation data will be removed from entity
4’s resilience data and/or strategies. For the entities 1, 2, and
3, the geolocation data may be shared.

As shown in the example table of FIG. 5B, there may be
other columns for redacting or removing other data from
resilience data and/or strategies. For example, building
identifiers, and/or personal information may be removed
and/or redacted. Thus, access control lists, or sharing rules
500 or an equivalent method or device may be useful to
redact personal information as required by law.

Sharing rules 550 may also be used to specify recipients
for resilience data and/or strategies. For example, as shown
in FIG. 5B, entity 1 has recipients: entity 2 and entity 3.
Thus, the default recipients of entity 1 are entities 2 and 3 for
sharing resilience data and/or strategies. As shown in the
example table, entity 4 may share all of its resilience data
and/or strategies with every entity in city resiliency sharing
system 100.

Example Workflow Systems and/or Methods

FIG. 6 is a block diagram illustrating another example city
resiliency sharing system, according to some embodiments
of the present disclosure. For example, city resiliency shar-
ing system 100 includes workflow unit 428. Further, city
resiliency sharing system 100 is in communication with user
computing device 610. In some embodiments, city resiliency
sharing system 100 is in communication with user comput-
ing device 610 via network 120 and an entity may include
user computing device 610 (not illustrated). Workflow unit
428 includes reader unit 620, cluster unit 630, interactive
map unit 640, and electronic communication listener 650.
Example reader unit 620, cluster unit 630, and/or interactive
map unit 640 may cause presentation of user interfaces (e.g.,
FIGS. 7, 8A, 8B, 9, 10, and/or 14). In some embodiments,
reader unit 620, cluster unit 630, and/or interactive map unit
640 may execute locally on user computing device 610.

Example reader unit 620, cluster unit 630, and/or inter-
active map unit 640 may cause presentation of user inter-
faces as part of a workflow process for a human analyst. For
example, reader unit 620 may cause presentation of an
electronic document and/or communication repository (also
referred to herein as a “reader view”) for viewing, editing,
and/or sending data within city resiliency sharing system
100. Additional information regarding a reader view is
discussed in further detail with reference to FIGS. 7, 10, and
11. Example cluster unit 630 causes presentation of a
clustering user interface, which is described in further detail
with reference to FIGS. 8A, 8B, 11, and 14. Example
interactive map unit 640 causes presentation of an interac-
tive map, which is described in further detail with reference
to FIGS. 9 and 11. In some embodiments, reader unit 620,
cluster unit 630, and/or interactive map unit 640 (and their
corresponding user interfaces) are optional within city resil-
iency sharing system 100 and/or instances of city resiliency
sharing system 100. For example, a city resiliency sharing
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system 100 may include none of and/or some combination
of a reader unit 620, cluster unit 630, and/or interactive map
unit 640.

Example workflow unit 428 communicates with other
processes and/or services 660 and data stores 670 of city
resiliency sharing system 100. For example, reader unit 620,
cluster unit 630, and/or interactive map unit 640 can access
resilience data from resilience data store 442 and/or strategy
data store 432 of city resiliency sharing system 100. Further,
reader unit 620, cluster unit 630, and/or interactive map unit
640 can communicate with strategy unit 430 and/or resil-
ience data modification unit 440 of city resiliency sharing
system 100.

In some embodiments, electronic communication listener
650 receives electronic communications that can be shared
via city resiliency sharing system 100. As described herein,
example electronic indication listener 650 is configured to
receive electronic communications for particular electronic
communication addresses and/or domains (e.g., email
addresses and/or email domain)s. Examples of electronic
communication addresses and/or domains include:
“resilience@sharingsystem.com,”
“earthquake.resilience@sharingsystem.com,”
“building_inspection.sharingsystem@citysharing.com,”
“sharingsystem.com,” “citysharing.com,” a chat message
account, or a text message account such as a phone number,
etc. The electronic communications sent to specific email
addresses and/or domains may be sent from email applica-
tions and/or using email protocols known in the art. Elec-
tronic indication listener 650 may process the electronic
communications and share the electronic communications as
resilience data using the processes described herein. For
example, recipients of the resilience data including the
electronic communications may be determined by electronic
communication listener 650 based on the particular email
addresses and/or domains that were emailed, access control
lists, and/or sharing rules described herein. In effect, city
resiliency sharing system 100 may function as a message
board for participants to share information and/or commu-
nicate. Additional details regarding sharing electronic com-
munications via city resiliency sharing system 100 is
described in further detail with reference to FIGS. 10 and 11.
Example Interactive User Interfaces

FIGS. 7, 8A, 8B, 9, 10, and 14 illustrate example user
interfaces of the city resiliency sharing system, according to
some embodiments of the present disclosure. In some
embodiments, the user interfaces described below may be
displayed in any suitable computer system and/or applica-
tion, for example, in a web browser window and/or a
standalone software application, among others. Addition-
ally, the functionality and/or user interfaces of the system as
shown in FIGS. 7, 8A, 8B, 9, 10, and 14 may be imple-
mented in one or more computer processors and/or comput-
ing devices, as is described with reference to FIG. 15.

In the example provided below, a city analyst wants to
learn how other cities are handling earthquake legislation,
the analyst can use city resiliency sharing system 100 and a
workflow process to identify key contacts in a chosen city to
discuss data sets and analytical conclusions. The analyst can
then cross-reference that information with data specific to a
particular city, such as historical earthquake relief statistics
and current infrastructure and population vulnerabilities.

Referring to FIG. 7, the example user interface 700 (also
referred to herein as a “reader view”) includes search area
701, results area 710, data preview area 720. As illustrated
in this example, a human analyst accesses reader view 700
to search for “earthquakes™ via search input area 702.



US 10,572,496 B1

17

Example search input area 702 receives search keywords. As
used herein, a “keyword” includes one or more words or
phrases. Search area 701 includes optional search filters
704A-704B. For example, date range selector 704A filters
the search results by date and/or data type selector 704B
filters results by data type such as, but not limited to,
electronic word processing document, PDF, spreadsheet,
electronic communications, delimited data (comma separate
values, tab delimited values, etc.), XML, JSON, etc. Other
search filters (not illustrated) may be used in example user
interface 700 such as, but not limited to, searching by author,
by entity, creation date, number of shares, relevance, etc.
Upon selection of search selector 706, by a user, reader unit
620 causes reader view 700 to update and to present search
results 712A-712C in 710 results arca. Reader unit 620 may
search resilience data items via one or more known search-
ing techniques in the area of search engines and/or infor-
mation retrieval such as, but not limited to, a keyword
searching, partial text searching, natural language searching,
etc.

As illustrated in example results area 710, resilience data
is presented in summary form. For example, result data
items 712A-712C can include the title, data type, and source
of' the respective resilience data. In the example, reader view
700 presents results from other entities that have shared
earthquake plans, news, communications, and or media
regarding earthquake preparation. In some embodiments,
reader view 700 presents additional fields associated with
results 712A-712C, which may be customizable by a user.
Further, results 712A-712C may be selected to present at
least some of the data in data preview area 720. For example,
data item 712A is shown as selected in reader view 700.

In some embodiments, an analyst may set up a feed
through reader view 700 to receive updates and/or notifica-
tions regarding particular topics shared through city resil-
iency sharing system 100. For example, reader view 700
may receive input including keywords and/or predetermined
feeds to notify an analyst when new data is received from
city resiliency sharing system 100 with the corresponding
keyword and/or shared under a predetermined feed. Non-
limiting examples of keywords and/or feeds include “Earth-
quake Legislation,” “Law Enforcement, “Homelessness,”
etc.

As illustrated in example data preview area 720, a
selected resilience data item may be partially previewed in
reader view 700. For example, data content area 726 pres-
ents the data item, here a document, in a human readable
form. Example data preview area 720 includes a sharing
selector 722 A, which allows an analyst to share the data item
through city resiliency sharing system 100 and/or one or
more electronic communication protocols such as, for
example, email and/or an instant messenger. Example data
preview area 720 further includes pop out selector 722B to
present the data item in a separate window. Further, example
data preview area 720 includes a citation input area 724 to
receive a footnote and/or citation input classification. Addi-
tionally or alternatively, data preview area 720 may include
functionality regarding snippets as described in further detail
in the Reader References, such as U.S. patent application
Ser. No. 14/332,306. In some embodiments, data preview
area 720 includes additional selectors, any of interface
elements 722A, 722B, 724, and/or some combination
thereof. Other variations in the reader user interface 700A
are included in the Reader references and may implemented
by the city resiliency systems discussed herein.

Continuing with the example, the human analyst may
have numerous city documents and/or data items to look
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through. As illustrated, a human analyst may have 305
resilience data items to review related to earthquakes and
would like to efficiently locate documents specifically
related to earthquake legislation. In some embodiments,
resilience data items may be exported to a clustering view to
allow a human analyst efficiently analyze the resilience data
items.

Referring to FIG. 8A, example user interface 800A (also
referred to herein as a “clustering view”) includes a data
object area 802. For example, one or more of the user
interfaces illustrated in FIGS. 7, 8A, 8B, 9, 10, and/or 14
may communicate and/or be interactive with one another.
For example, resilience data items 712A-712C may be
imported into clustering view 800A such as by being
dragged into cluster view 800A by a user. For example,
cluster unit 630 receives user selection input that includes a
drag and drop input (e.g., an indicator corresponding to the
resilience data, such as documents, being dragged into
clustering view 800A) including resilience data objects to be
imported into the clustering view 800A. As described herein,
city resiliency sharing system 100 may use an ontology and
resilience data items and/or strategies may be represented as
and/or correspond to data objects, which may be viewed in
a clustering view described herein (e.g., clustering view
800A). For example, resilience data items 712A-712C may
correspond to respective data objects and/or documents 812
(including document 812C).

In the example, an analyst may be interested in which
cities are associated with one or more data items and/or
documents. An example method for searching includes
searching around a “city” data object. As illustrated, a user
may select a “search around” menu option 820 for a “city”
menu item 822.

Referring to FIG. 8B, example user interface 800B (also
referred to herein as a “clustering view”) includes a data
object area 802 (similar to data object area 802 of FIG. 8A).
As illustrated, data object area 802 includes resilience data
documents 812 from example user 800A of FIG. 8A. For
example, document 812C (“Building Legislation”) is the
same document in FIGS. 8A and 8B. Further, the “search
around” clustering technique determines which resilience
data items and/or objects are associated with cities including
documents 812. As described herein and in the Clustering
references, additional related data objects can be determined
by cluster unit 630 by matching and/or identifying similar
properties and/or property values between data objects.
Additionally or alternatively, associations may be predefined
as part of the ontology, e.g., when an object is created it has
a predefined association with another object. Other cluster-
ing techniques include selecting a particular object, such as
document 812C, and searching around the particular object.

As illustrated, example document 812C is associated with
“City 1” 820A. Further, user interface 800B visualizes the
association between objects 812C and 820A by the “appears
in” association 872B. In the example, City 1 “appears in” the
“Building Legislation” document 812C. As described in the
Clustering references, associations between data objects
may be determined based on common property values
between data objects. For example, the string value for the
name of data object 820A, “City 1,” may appear in and/or
match the text data (a property value) of document 812C.
Another example, described below, is the name of a person
data object, “Person 1,” matching in whole or in part a
property value of a data object, such as “Author.” Any data
object supported by the ontology and/or city resiliency
sharing system 100 may be presented in cluster view 800A-
800B. For example, a person object 830A (e.g., “Person 1,”
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the Chief Resilience Officer of City 1) is shown as associated
with the document 812C (via association 872A illustrating
an “appears in” and an “author of” relationship). Thus, an
analyst may quickly identify Person 1 as a key person
involved with the “Building Legislation” document 812C. In
some embodiments, cluster view 800A-800B is capable of
presenting property values associated with a presented
object. Non-limiting property values associated with objects
include object name, date created, last update time, etc. For
example, user interface 800B can present property values
associated with person object 830A upon selection and/or
hovering a cursor over person object 830A. Non-limiting
property values associated with an example person object
include the person’s name, date of birth, known contacts,
title, contact information, employer, affiliations with orga-
nizations, etc. Non-limiting example property values to
identify associations between resilience data include author
(including co-authors), editor, recipient, or persons men-
tioned in data objects. Non-limiting example associations
include: resilience data object to document object, person
data object to communication object, resilience data object
to building data object, etc.

In some embodiments, additional details regarding pro-
cesses for clustering of data objects, identifying related data
objects, and/or user interfaces 800A-800B can be found in
the Cluster references.

Referring to FIG. 9, example user interface 900 (also
referred to herein as an “interactive map”) includes a map
visualization 902, layers 904, and user interface elements
912, 914, 916, 918, 920, 922, 924, 926, 928, and 930.
Further detail regarding user interface elements user inter-
face elements 912, 914, 916, 918, 920, 922, 924, 926, 928,
and 930 can be found in U.S. patent application Ser. No.
13/917,571. Similar to the interaction between user inter-
faces 700 and 800A of FIGS. 7 and 8A, respectively, user
interface 900 may be based on data from user interfaces
800A-800B of FIGS. 8A-8B. For example, the structures
identified in building legislation document 812C may be
presented in layers 904 to identify all the buildings that
would be affected by building legislation document 812C. In
some embodiments, a user may execute a search to identity
geolocations referenced in resilience data. Additionally or
alternatively, resilience data and/or portions of resilience
data may be imported into interactive map 900.

While not illustrated, coordinates and/or geolocation data
may be imported into a clustering view (similar to clustering
views 800A-800B) to determine the residence of the build-
ings. For example, analyst may conduct a search in a
clustering view to determine the owners of the building, and
may further filter the data objects for people that are fifty-
five and older to identify a potentially vulnerable set of the
population. Thus, an analyst may be to determine who may
be vulnerable to an earthquake and/or a major event. Con-
tinuing with the example, the filter buildings may then be
imported into interactive map 902 to present a subset of the
original layers 904. The layers and/or heat map (such as
layer 904) may be used in a document and/or report (which
may then be shared via city resiliency sharing system 100).

Referring to FIG. 10, example user interface 1000 is
another example reader view, which includes a message
board. Some user interface elements of user interface 1000
may be similar to user interface elements of user interface
700 of FIG. 7. For example, data preview area 1020 may be
similar to data preview area 720. Example reader view 1000
includes folder area 1001, folder contents 1010, and data
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preview area 1020. As illustrated, an analyst selected “Leg-
islation” folder 1002 and electronic communication “Leg-
islation Info” 1010.

Data preview area 1020 includes data content area 1026.
As illustrated, by including the email address
“resilience@sharingsystem.com” 1030A-1030B (or other
predefined electronic communication address), city resil-
iency sharing system 100 includes the electronic communi-
cation into its repository and/or may be viewed by partici-
pants of city resiliency sharing system 100 (e.g., participants
such as John Doe may view the electronic communication
from their electronic account within city resiliency sharing
system 100), as described herein. As a result, example reader
view 1000 is a message board discussion history. Thus, an
analyst may review the discussion history and/or contact
specific persons that were participants in the electronic
communication. In some embodiments, documents attached
to and/or new form resource locators in electronic commu-
nications may be automatically ingested by city resiliency
sharing system 100 as resilience data. Further, in some
embodiments, electronic communication and/or message
board discussion 1026 may be permissioned and/or shared
using the sharing rules and/or access control lists described
herein.

Example Sharing Processes

In some embodiments, city resiliency sharing system 100
may be applicable for various workflow processes. For
example, city resiliency sharing system 100 may be com-
patible and/or communicate with mobile computing devices.
For example, mobile computing devices may allow two-way
flow of information between users in the field and analysts
at a city’s headquarters, allowing the city’s analysts to
enhance situational awareness on the ground; transmit data,
messages, and other media such as images and video
between headquarters and the field; and monitor the location
of all mobile users. In a building inspection example, a
building inspector collects building inspection data from a
mobile computing device and shares it via the city resiliency
sharing system 100. The shared resilience data can build
department efficiency for various tasks and/or improve
disaster management in times of emergency.

Continuing with the building inspection example, a build-
ing inspector may have access to an input application, such
as an example electronic form (e.g., a web form), to share
data with city resiliency sharing system 100. For example,
the example electronic form provides the ability to enter
and/or create new data in city resiliency sharing system 100
from the field. Using the example electronic form, a city can
develop standardized forms for building inspectors to use for
data collection during inspections. Electronic form fields can
be configured to include age of structure, materials used,
number of units, building owner, building inspection infor-
mation, business licenses, registration and permit informa-
tion, fire retardant materials, and hazardous materials stored
on site, among others. Electronic forms can also include
pictures taken of the structure, geo-tagged to capture a visual
of the exact location and the complaint or violation under
inspection.

In some embodiments, the building inspection forms
completed on a mobile computing device are automatically
uploaded into city resiliency sharing system under, where
they can be integrated with other information to support
resilience metrics for both routine and emergency use. The
following descriptions provide examples of these scenarios.

City building inspectors, via city resiliency sharing sys-
tem 100, can visualize the geographic dispersion of com-
plaints and construction projects, examine event summaries,
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assess trends across districts, reveal temporal patterns, and
compare current building conditions and patterns with his-
torical ones. With this information, a city can more effec-
tively analyze risks—such as susceptibility to potential
earthquake damage—and conduct targeted inspections,
thereby increasing efficiency and reducing overhead costs
when managing building-related issues.

In some embodiments, other city departments can easily
leverage building inspection data to inform decisions across
the city landscape with the data integrated into city resil-
iency sharing system 100. For example, city analysts could
combine building information with violence reduction data
sets to identify the subsets of the population that are most
vulnerable to crime. One way of doing this is by using
energy distribution and usage as an indicator of economic
vitality, and correlating the age of a building to the probable
age and vulnerability of'its residents. City analysts could use
these insights to inform violence reduction and/or other
public safety initiatives. For example, the strategies dis-
cussed herein may be used to automatically generate clusters
directed towards violence reduction and/or other public
safety initiatives.

Further, in addition to the earthquake legislation provided
herein, city resiliency sharing system 100 can provide reli-
able data for use in evaluating structures. This may reduce
the need for expensive reports conducted by specialized
analysts, and the standardized nature of data across all
buildings will produce more reliable final results.

In an emergency example, a Chief Resilience Officer
(“CRO”) and other resilience professionals can use city
resiliency sharing system 100 to enhance response and
recovery for major events by pushing critical information to
first responders and/or to a department of emergency man-
agement.

City analysts can identify the most vulnerable areas in the
city by combining open source information, such as building
data, natural hazard and weather data, geological data, and
census data, with department-specific data sets, including
disability population statistics from the Health Department,
housing construction data from the Planning Department,
and water and gas maintenance project information from the
Department of Public Works. This information can be sorted
based on fire or police districts, giving first responders an
accurate view of potential problem areas before an event
strikes.

Continuing with the emergency example, this same infor-
mation can help city officials identify the most efficient
supply drop and distribution locations. For example, certain
street corners may be ideal places for supply distribution
because they are located on solid ground that is less likely
to be adversely affected by an event and that can provide
maximum accessibility to nearby residents. Analyses such as
overlaying maps of potential supply drop locations with
maps of streetlights can ensure that city officials choose
well-lit locations, which are safer for residents and less
likely to be targeted by criminals.

City resiliency sharing 100 may be useful in many emer-
gency situations. For example, particular areas may be more
susceptible to looting and crime if adequate resources are
not provided after the disaster. Understanding indicators
from historic data and mapping commercial stores in an area
is essential in directing supplies to the right locations, which
can help curb panic and reduce criminal incidents when law
enforcement is already stretched to its limits. In times of
emergency, city resiliency sharing system 100 can help city
officials place resources and enforcement mechanisms for
maximum impact on public safety. For example, the user
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interfaces and/or strategies described herein can provide city
analysts the tools to effectively handle city emergencies.

FIG. 11 is a flowchart illustrating a resilience data sharing
process, according to some embodiments of the present
disclosure. Example process 1100 of FIG. 11 may be per-
formed by the city resiliency sharing system and/or one or
more entities discussed about with reference to FIG. 1.
Depending on the embodiment, example process 1100 may
include fewer or additional blocks and/or the blocks may be
performed in order different than is illustrated.

At block 1102, city resiliency sharing system 100 and/or
electronic communication listener 650 optionally receives
electronic communication. For example, electronic commu-
nication listener 650 receives electronic communication
1026 of FIG. 10 because of the copied email address
“resilience@sharingsystem.com.”

At block 1104, city resiliency sharing system 100 and/or
electronic communication listener 650 optionally converts
the electronic communication into resilience data. In the
example, electronic communication listener 650 converts
the electronic communication by generating resilience data
from the electronic communication. Example resilience data
from an electronic communication includes a communica-
tion object with properties and property values from the
electronic communication, such as, but not limited to, sub-
ject, to, from, cc, bee, body, text data, and/or other data from
electronic communications. Additionally or alternatively,
electronic communication listener 650 associates the elec-
tronic communication 1026 with an access control list
and/or sharing rule. For example, the email address, sender,
and or recipients may be used by electronic communication
listener 650 in conjunction with an access control lists and
sharing rules to determine which entities the electronic
communication should be shared with.

At block 1106, city resiliency sharing system 100 receives
the resilience data. For example, resilience data may be
received and presented in a reader view such as user
interface 700 of FIG. 7.

At blocks 1108 and 1110 city resiliency sharing system
100 (including reader unit 620, cluster unit 630, and/or
interactive map unit 640) may continue in a loop of receiv-
ing user input and causing presentation of resilience data.
For example, one or more selections in user interface 700
and/or received user input from user interface 700 causes
presentation of resilience data (such as searching for “earth-
quakes,” a search keyword, in search input area 702). In
another example, clustering view 800A-800B may receive
user selections for “searching around” a resilience data
object and/or cause presentation of related resilience data
objects (such as presenting documents, person objects, elec-
tronic communications related to a city and/or a particular
document). In another example, interactive map 900 may
receive user input via user navigation input, layer selection,
and/or import of data from another user interface such as, for
example, the reader view and/or clustering the view.

At block 1112, city resiliency sharing system 100 may
generate new resilience data and/or receive new resilience
data. For example, new resilience data may be automatically
generated by city resiliency sharing system 100 as described
herein. Additionally or alternatively, an analyst may gener-
ate a new report and/or electronic communication that is
uploaded into city resiliency sharing system 100. In the
analyst generated resilience data example, the analysts may
use data gathered from one or more of the user interfaces
700, 800A-800B, 900, and/or 1400 such as persons refer-
enced in documents shown in reader view 700, data located
through clustered associations in clustering view 800A-
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800B, and/or geolocation data from interactive map 900.
Continuing with the example, the user may extract data from
user interfaces 700, 800A-800B, 900, and/or 1400 by copy-
ing, clipping, citing, and/or otherwise reproducing some of
the data from user interfaces 700, 800A-800B, 900, and/or
1400 in new resilience data.

At blocks 1114 and/or 1116, city resiliency sharing system
100 optionally receives a sharing command and shares the
new resilience data. A sharing command may be issued
through any of the user interfaces 700, 800A, 800B, 900,
1000, and/or 1400. Sharing via city resiliency sharing sys-
tem 100 at block 1116 may be similar to processes 200
and/or 300 of FIGS. 2 and 3, respectively.

Example Resilience Strategies

FIG. 12 is a flowchart illustrating a strategy sharing
process, according to some embodiments of the present
disclosure. The example process 1200 of FIG. 12 may be
performed by city resiliency sharing system 100 and/or the
one or more entities discussed about with reference to FIG.
1. Depending on the embodiment, the method of FIG. 12
may include fewer or additional blocks and/or the blocks
may be performed in order different than is illustrated.

Beginning at block 1202, resilience data, such as building
data, reports, electronic communications, is received from
one or more data sources and/or entities. For example,
earthquake data may include hundreds or thousands of
buildings and or structures that have been affected by an
earthquake. The data corresponding to the earthquake may
be received by city resiliency sharing system 100. In some
embodiments, resilience data may be received from multiple
entities such as earthquakes at different cities. Other resil-
ience data may include business and or economic data
indicating the number of businesses that are opened and or
closed over a period of time within a geographic area.

At block 1204, a pattern may be recognized based on the
resilience data. A detected and/or recognized pattern may
indicate generalized properties and/or characteristics regard-
ing the event. In the natural disaster example, a detected
pattern may indicate the economic impacts of a natural
disaster over time, such as the closing of businesses follow-
ing an earthquake or flood. In some embodiments, pattern
recognition is automatic, manual, or some combination
thereof.

In some embodiments, recognition of patterns occurs by
the systems, methods, and/or techniques disclosed in the
Cluster references. For example, resilience data may be
visualized by user interface clusters, as discussed below
with reference to FIG. 8B.

At block 1206, a strategy may be generated from the
recognized pattern. In some embodiments, generation of
strategies is automatic, manual, or some combination
thereof.

At block 1208, the strategy may be optionally modified
for sharing, such as in the manner discussed with reference
to FIG. 3. In some embodiments, a strategy may be associ-
ated with an access control list and/or sharing rules such as
in the manner discussed with reference to FIGS. SA and 5B.

At block 1210, city resiliency sharing system 100 may
share the strategy with one or more other entities or external
systems. The strategy may be provided by the entity 110A to
city resiliency sharing system 100, such as via the network
120 of FIG. 1. Depending on the embodiment, the strategy
may be shared in various manners, such as via a shared
network location that stores the strategy, a direct commu-
nication via an email or HTTP communication, or in any
other manner.
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In some embodiments, sharing of the strategy generated at
block 1206 occurs by the systems, methods, and/or tech-
niques disclosed in the Sharing references. For example, a
strategy may be shared and/or deconflicted through a repli-
cated database system as illustrated by U.S. Pat. No. 8,515,
912, thereby preventing duplicate and/or conflicting copies
of data. Strategies may also be shared through a database
system with multiple ontologies as illustrated by U.S. patent
application Ser. No. 13/076,804. The sharing of the strategy
may also occur via incremental database replication as
illustrated by U.S. patent application Ser. No. 13/922,437.

In some embodiments, secure sharing of strategies may
occur through audited activity logs occurs by the systems,
methods, and/or techniques disclosed in the Audit reference.
For example, sharing activity may be stored in cryptographi-
cally immutable audit logs that can be quickly analyzed for
suspicious user behavior.

In some embodiments, the clusters generated by the
systems, methods, and/or techniques disclosed in the Cluster
references and/or other city information may be shared by
the systems, methods, and/or techniques disclosed in the
Sharing references, other mechanisms illustrated in this
disclosure, and/or any other manner.

At block 1212, the strategy that is received at city
resiliency sharing system 100 is wholly or partially shared
with one or more entities 110. For example, if the strategy
is received from entity 110A, city resiliency sharing system
100 may share the strategy to entities 110B, 110C, and/or
external systems, such as in accordance with sharing pref-
erences of the entities.

At block 1214, the strategy may be optionally executed by
the external system and/or entity as described in further
detail herein. For example, execution of the strategy at an
entity can access one or more data objects associated with
the second entity to identify a potential city resiliency issue
(see FIGS. 13 and 14). The one or more data objects can
comprise data associated with a city. Example data includes
building data, police data, geographic data, business data,
electronic documents, electronic communications, and/or
any other data that may be relevant to city resiliency.
Execution of the strategy at an entity can identify a potential
city resiliency issue depending on the logic of the strategy.
In some embodiments, strategies are applied by an entity.
For example, where a strategy is a parameterized data
format, such as XML, the strategy may be applied by city
resiliency sharing system to identify a potential city resil-
iency issue.

FIG. 13 illustrates example strategies 1310 and 1320 in a
format comprising code instructions, according to some
embodiments of the present disclosure. In some embodi-
ments, strategies may be complex enough such that their
expression may be in a format comprising code instructions.
The executable code instructions shown in FIG. 13 are
illustrative pseudocode and, thus, may not correspond to any
specific programming language or be executable in the
format shown. Executable code that performs the functions
outlined in strategies 1310 and 1320 may be provided in any
available programming language.

Example strategy 1310 includes code instructions to
determine potential businesses that may be affected by a
flood and/or to estimate the economic impact of a flood in a
city. As illustrated, strategy 1310 accesses businesses within
a flood area of the city. In the example, city resiliency
sharing system 100 accesses resilience data that includes
business location data and geographic data associated with
the city. Also as described herein, the resilience data may be
accessed as data objects, which may be used by strategy
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1310. Continuing with the example, strategy 1310 iterates
through each business and determines if the business is a
size and/or occupies a geographic space below a threshold.
For example, businesses of a size within 25 square meters,
such as a local convenience store, may satisty the threshold.
Further, strategy 1310 determines whether the business is a
small business. For example, city resiliency sharing system
100 may include publicly available small business data (e.g.,
federal and/or local government loan, grant, tax incentive,
and/or venture capital information), which may be used by
strategy 1310 to determine whether the business qualifies as
a small business. In some embodiments, checking for small
businesses in strategy 1310 is optional. If the business
satisfies the conditions of strategy 1310, then a cluster may
be constructed, such as by using a business identifier and/or
geographic location as a seed (as described herein and in the
Cluster references) constructing a cluster around the seed.
An example cluster generated from a strategy is described in
further detail with reference to FIG. 14.

Example strategy 1320 includes code instructions to
determine geographic areas within the city associated with
criminal activity and load streetlight conditions. As illus-
trated, strategy 1320, accesses known streetlight locations
within a city. In the example, city resiliency sharing system
100 includes resilience data regarding the locations of
streetlights. As described herein, city resiliency sharing
system 100 can be integrated with and/or receive data from
a streetlight data store associated with a streetlight depart-
ment within a city such as a Bureau of Street Lighting.
Continuing with the example, strategy 1320 accesses crime
reports within the city. The example crime report data
objects may include the location of the reported crime, time
of the crime, type of crime, etc. Again, similar to receiving
data from streetlights, city resiliency sharing system 100 can
be integrated with and/or receive data from police depart-
ments, which may include police and/or crime reports.
Strategy 1320 then iterates through geographic areas within
the city, such as city blocks and/or particular predetermined
square meter areas (such as 80 mx270 m, for example). For
each geographic area, strategy 1320 determines whether the
geographic area satisfies crime reporting and low streetlight
conditions. For example, the crime reporting condition in
strategy 1320 can be satisfied where one or more crime
reports (or some other predetermined threshold) are reported
within the geographic area and/or other conditions such as
severity and/or time of the crime, such as burglaries and/or
crimes that occur after sunset (e.g. 6 or 7 P.M.). Further,
example strategy 1320 determines whether low streetlight
conditions are satisfied where there are no streetlights in the
area or a number below a threshold such as one or two
streetlights. If the geographic area satisfies the conditions of
strategy 1320, then a cluster may be constructed, such as by
using the geographic location as a seed (as described herein
and in the Cluster references) constructing a cluster around
the seed (e.g., adding the crime report to the cluster).

Other strategies may be apparent from the disclosure
herein. For example, historical building data may be used to
determine a strategy for identify potentially structurally
unsafe buildings and/or buildings that may require addi-
tional inspections.

In some embodiments, strategies may comprise various
formats and/or combinations of formats. For example, a
strategy may comprise executable code instructions and/or a
parameterized format. In the executable code instructions
example, the executable code instructions may comprise
programming logic to detect one or more conditions. In the
parameterized format, a XML document may comprise
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parameters and/or configurations. For example, the XML
documents may comprise parameters for checking different
values above a threshold, e.g., a threshold percentage for a
notification and/or generation of a cluster. Thus, both the
code instructions and the parameterized format, such as, but
not limited to, XML, may be shared through the city
resiliency sharing system.

Referring to FIG. 14, example user interface 1400 (also
referred to herein as a “clustering view”) includes a data
object area 1402, a strategy area 1430, and a strategy
repository area 1450. User interface elements and/or aspects
of'user interface 1400 may be similar to user interfaces 800A
and 800B of FIGS. 8A and 8B, respectively. In some
embodiments, resiliency sharing system 100 outputs clusters
generated from strategies to clustering view 1400. As illus-
trated, strategy repository area 1450 presents available strat-
egies. Strategy arca 1450 may permit a user to share, edit,
and/or modity strategies. Also as illustrated, strategy area
1430 permits a user to execute the strategy and presents
details of the strategy and/or other information such as the
source of the strategy (e.g., the source entity).

As illustrated, data object area 802 includes a cluster of
resilience data items and/or objects 1410A-1410C. For
example, the cluster including objects 1410A-1410C may be
the output of strategy 1310 referenced in FIG. 13 where
strategy 1310 was configured to determine particular busi-
nesses that may be impacted from a flood. Continuing with
the flood example, cluster 1410A-1410C includes a business
data object 1410A, document 1410B, and a business owner
1410C. Business data object 1410A may be associated with
a business that is within a potential flood area, business
owner 1410C may be the owner of the business, and
document 1410B may be loan information and/or a business
permit associated with the business.

Example Implementation Mechanisms

The various computing device(s) discussed herein, such
as the entities 110 and/or city resiliency sharing system 100,
are generally controlled and coordinated by operating sys-
tem software, such as, but not limited to, iOS, Android,
Chrome OS, Windows XP, Windows Vista, Windows 7,
Windows 8, Windows Server, Windows CE, Unix, Linux,
SunOS, Solaris, Macintosh OS X, VxWorks, or other com-
patible operating systems. In other embodiments, the com-
puting devices may be controlled by a proprietary operating
system. Conventional operating systems control and sched-
ule computer processes for execution, perform memory
management, provide file system, networking, I/O services,
and provide a user interface functionality, such as a graphi-
cal user interface (“GUI”), among other things. The city
resiliency sharing system 100 may be hosted and/or
executed on one or more computing devices with one or
more hardware processors and with any of the previously
mentioned operating system software.

FIG. 15 is a block diagram that illustrates example
components of the city resiliency sharing system 100. While
FIG. 15 refers to the city resiliency sharing system 100, any
of the other computing devices discussed herein may have
some or all of the same or similar components.

The city resiliency sharing system 100 may execute
software, e.g., standalone software applications, applica-
tions within browsers, network applications, etc., whether by
the particular application, the operating system, or other-
wise. Any of the systems discussed herein may be performed
by the city resiliency sharing system 100 and/or a similar
computing system having some or all of the components
discussed with reference to FIG. 15.
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The city resiliency sharing system 100 includes a bus
1502 or other communication mechanism for communicat-
ing information, and a hardware processor, or multiple
processors, 1504 coupled with bus 1502 for processing
information. Hardware processor(s) 1504 may be, for
example, one or more general purpose micCroprocessors.

The city resiliency sharing system 100 also includes a
main memory 1506, such as a random access memory
(RAM), cache and/or other dynamic storage devices,
coupled to bus 1502 for storing information and instructions
to be executed by processor(s) 1504. Main memory 1506
also may be used for storing temporary variables or other
intermediate information during execution of instructions to
be executed by processor(s) 1504. Such instructions, when
stored in storage media accessible to processor(s) 1504,
render the city resiliency sharing system 100 into a special-
purpose machine that is customized to perform the opera-
tions specified in the instructions. Such instructions, as
executed by hardware processors, may implement the meth-
ods and systems described herein for sharing city resiliency
information.

The city resiliency sharing system 100 further includes a
read only memory (ROM) 1508 or other static storage
device coupled to bus 1502 for storing static information and
instructions for processor(s) 1504. A storage device 1510,
such as a magnetic disk, optical disk, or USB thumb drive
(Flash drive), etc., is provided and coupled to bus 1502 for
storing information and instructions. The workflow unit 428,
strategy unit 430, resilience data modification unit 440,
strategy data store 432, and/or resilience data store 442 of
FIG. 4, reader unit 620, cluster unit 630, interactive map unit
640, and/or electronic communication listener 650 of FIG. 6
may be stored on the main memory 1506 and/or the storage
device 1510.

In some embodiments, the strategy data store 432 of FIG.
4A is a file system, relational database such as, but not
limited to, MySql, Oracle, Sybase, or DB2, and/or a distrib-
uted in memory caching system such as, but not limited to,
Memcache, Memcached, or Java Caching System. The
resilience data store 442 of FIG. 4A may be a similar file
system, relational database and/or distributed in memory
caching system as the strategy data store 432.

The city resiliency sharing system 100 may be coupled
via bus 1502 to a display 1512, such as a cathode ray tube
(CRT) or LCD display or touch screen, for displaying
information to a computer user. An input device 1514 is
coupled to bus 1502 for communicating information and
command selections to processor 1504. One type of input
device 1514 is a keyboard including alphanumeric and other
keys. Another type of input device 1514 is a touch screen.
Another type of user input device is cursor control 1516,
such as a mouse, a trackball, a touch screen, or cursor
direction keys for communicating direction information and
command selections to processor 1504 and for controlling
cursor movement on display 1512. This input device may
have two degrees of freedom in two axes, a first axis (e.g.,
x) and a second axis (e.g., y), that allows the device to
specify positions in a plane. In some embodiments, the same
direction information and command selections as cursor
control may be implemented via receiving touches on a
touch screen without a cursor.

The city resiliency sharing system 100 may include a
reader unit 620, cluster unit 630, and/or interactive map unit
640, which may be stored in a mass storage device as
executable software codes that are executed by the comput-
ing device(s). This and other units may include, by way of
example, components, such as software components, object-
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oriented software components, class components and task
components, processes, functions, attributes, procedures,
subroutines, segments of program code, drivers, firmware,
microcode, circuitry, data, databases, data structures, tables,
arrays, and variables.

In general, the word “instructions,” “code,” and/or “code
instructions,” as used herein, refers to logic embodied in
hardware or firmware, or to a collection of software units,
possibly having entry and exit points, written in a program-
ming language, such as, but not limited to, Java, Lua, C,
C++, or C#. A software unit may be compiled and linked into
an executable program, installed in a dynamic link library, or
may be written in an interpreted programming language
such as, but not limited to, BASIC, Perl, or Python. It will
be appreciated that software units may be callable from
other units or from themselves, and/or may be invoked in
response to detected events or interrupts. Software units
configured for execution on computing devices by their
hardware processor(s) may be provided on a computer
readable medium, such as a compact disc, digital video disc,
flash drive, magnetic disc, or any other tangible medium, or
as a digital download (and may be originally stored in a
compressed or installable format that requires installation,
decompression or decryption prior to execution). Such soft-
ware code may be stored, partially or fully, on a memory
device of the executing computing device, for execution by
the computing device. Software instructions may be embed-
ded in firmware, such as an EPROM. It will be further
appreciated that hardware modules may be comprised of
connected logic units, such as gates and flip-flops, and/or
may be comprised of programmable units, such as program-
mable gate arrays or processors. Generally, the instructions
described herein refer to logical modules that may be
combined with other modules or divided into sub-modules
despite their physical organization or storage.

The city resiliency sharing system 100, or components of
it, such as workflow unit 428, strategy unit 430, resilience
data modification unit 440, reader unit 620, cluster unit 630,
interactive map unit 640, and/or electronic communication
listener 650, may be programmed, via executable code
instructions, in a programming language.

The term “non-transitory media,” and similar terms, as
used herein refers to any media that store data and/or
instructions that cause a machine to operate in a specific
fashion. Such non-transitory media may comprise non-
volatile media and/or volatile media. Non-volatile media
includes, for example, optical or magnetic disks, such as
storage device 1510. Volatile media includes dynamic
memory, such as main memory 1506. Common forms of
non-transitory media include, for example, a floppy disk, a
flexible disk, hard disk, solid state drive, magnetic tape, or
any other magnetic data storage medium, a CD-ROM, any
other optical data storage medium, any physical medium
with patterns of holes, a RAM, a PROM, and EPROM, a
FLASH-EPROM, NVRAM, any other memory chip or
cartridge, and networked versions of the same.

Non-transitory media is distinct from but may be used in
conjunction with transmission media. Transmission media
participates in transferring information between non-transi-
tory media. For example, transmission media includes
coaxial cables, copper wire and fiber optics, including the
wires that comprise bus 1502. Transmission media can also
take the form of acoustic or light waves, such as those
generated during radio-wave and infra-red data communi-
cations.

Various forms of media may be involved in carrying one
or more sequences of one or more instructions to pro-
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cessor(s) 1504 for execution. For example, the instructions
may initially be carried on a magnetic disk or solid state
drive of a remote computer. The remote computer may load
the instructions into its dynamic memory and send the
instructions over a telephone or cable line using a modem.
A modem local to the city resiliency sharing system 100 may
receive the data on the telephone or cable line and use an
infra-red transmitter to convert the data to an infra-red
signal. An infra-red detector can receive the data carried in
the infra-red signal and appropriate circuitry can place the
data on bus 1502. Bus 1502 carries the data to main memory
1506, from which the processor(s) 1504 retrieves and
executes the instructions. The instructions received by main
memory 1506 may retrieve and execute the instructions. The
instructions received by main memory 1506 may optionally
be stored on storage device 1510 either before or after
execution by processor(s) 1504.

The city resiliency sharing system 100 also includes a
communication interface 1518 coupled to bus 1502. Com-
munication interface 1518 provides a two-way data com-
munication coupling to a network link 1520 that is con-
nected to a local network 1522. For example,
communication interface 1518 may be an integrated services
digital network (ISDN) card, cable modem, satellite modem,
or a modem to provide a data communication connection to
a corresponding type of telephone line. As another example,
communication interface 1518 may be a local area network
(LAN) card to provide a data communication connection to
a compatible LAN (or WAN component to be communi-
cated with a WAN). Wireless links may also be imple-
mented. In any such implementation, communication inter-
face 1518 sends and receives electrical, electromagnetic or
optical signals that carry digital data streams representing
various types of information.

Network link 1520 typically provides data communica-
tion through one or more networks to other data devices. For
example, network link 1520 may provide a connection
through local network 1522 to a host computer 1524 or to
data equipment operated by an Internet Service Provider
(ISP) 1526. ISP 1526 in turn provides data communication
services through the world wide packet data communication
network now commonly referred to as the “Internet” 1528.
Local network 1522 and Internet 1528 both use electrical,
electromagnetic or optical signals that carry digital data
streams. The signals through the various networks and the
signals on network link 1520 and through communication
interface 1518, which carry the digital data to and from the
city resiliency sharing system 100, are example forms of
transmission media.

The city resiliency sharing system 100 can send messages
and receive data, including program code, through the
network(s), network link 1520 and communication interface
1518. In the Internet example, a server 1530 might transmit
a requested code for an application program through Internet
1528, ISP 1526, local network 1522 and communication
interface 1518.

The received code may be executed by processor(s) 1504
as it is received, and/or stored in storage device 1510, or
other non-volatile storage for later execution.

Each of the processes, methods, and algorithms described
in the preceding sections may be embodied in, and fully or
partially automated by, code instructions executed by one or
more computer systems or computer processors comprising
computer hardware. The processes and algorithms may be
implemented partially or wholly in application-specific cir-
cuitry.
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The various features and processes described above may
be used independently of one another, or may be combined
in various ways. All possible combinations and subcombi-
nations are intended to fall within the scope of this disclo-
sure. In addition, certain method or process blocks may be
omitted in some implementations. The methods and pro-
cesses described herein are also not limited to any particular
sequence, and the blocks or states relating thereto can be
performed in other sequences that are appropriate. For
example, described blocks or states may be performed in an
order other than that specifically disclosed, or multiple
blocks or states may be combined in a single block or state.
The example blocks or states may be performed in serial, in
parallel, or in some other manner. Blocks or states may be
added to or removed from the disclosed example embodi-
ments. The example systems and components described
herein may be configured differently than described. For
example, elements may be added to, removed from, or
rearranged compared to the disclosed example embodi-
ments.

Conditional language, such as, among others, “can,”
“could,” “might,” or “may,” unless specifically stated oth-
erwise, or otherwise understood within the context as used,
is generally intended to convey that certain embodiments
include, while other embodiments do not include, certain
features, elements and/or steps. Thus, such conditional lan-
guage is not generally intended to imply that features,
elements and/or steps are in any way required for one or
more embodiments or that one or more embodiments nec-
essarily include logic for deciding, with or without user
input or prompting, whether these features, elements and/or
steps are included or are to be performed in any particular
embodiment.

Any process descriptions, elements, or blocks in the flow
diagrams described herein and/or depicted in the attached
figures should be understood as potentially representing
units, segments, or portions of code which include one or
more executable instructions for implementing specific logi-
cal functions or steps in the process. Alternate implementa-
tions are included within the scope of the embodiments
described herein in which elements or functions may be
deleted, executed out of order from that shown or discussed,
including substantially concurrently or in reverse order,
depending on the functionality involved, as would be under-
stood by those skilled in the art.

It should be emphasized that many variations and modi-
fications may be made to the above-described embodiments,
the elements of which are to be understood as being among
other acceptable examples. All such modifications and varia-
tions are intended to be included herein within the scope of
this disclosure. The foregoing description details certain
embodiments of the invention. It will be appreciated, how-
ever, that no matter how detailed the foregoing appears in
text, the invention can be practiced in many ways. As is also
stated above, it should be noted that the use of particular
terminology when describing certain features or aspects of
the invention should not be taken to imply that the termi-
nology is being re-defined herein to be restricted to includ-
ing any specific characteristics of the features or aspects of
the invention with which that terminology is associated. The
scope of the invention should therefore be construed in
accordance with the appended claims and any equivalents
thereof.

What is claimed is:

1. A system comprising:

one or more computing devices programmed, via execut-

able code instructions, to:
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receive resilience data from each of a plurality of
entities associated with respective municipalities,
each entity comprising at least one computing sys-
tem;

wherein the resilience data from the plurality of entities
includes electronic documents regarding actual or
potential natural disasters associated with respective
municipalities, including:

first resilience data comprising a first electronic
document including information regarding an
actual or potential natural disaster associated with
a first municipality, and

second resilience data comprising a second elec-
tronic document including information regarding
an actual or potential natural disaster associated
with a second municipality;

update a unified object ontology storing objects related
to resilience of the plurality of entities with the
received resilience data, wherein the unified object
ontology specifies a de-duplicated plurality of
objects and associations among the plurality of
objects;

receive a search keyword from a third entity associated
with a third municipality, the search keyword
received via an interactive user interface displayed
on a computer display of the third entity, the inter-
active user interface including a reader user interface
having:

a search area configured to receive search criteria
including the search keyword;

a results area configured to display summary infor-
mation regarding any electronic documents of the
resilience data matching the search criteria; and

a data preview area configured to display at least a
portion of an electronic document selected in the
results area;

search the resilience data, including the first resilience
data and the second resilience data, for resilience
data including the search keyword;

in response to determining that the first electronic
document includes the search keyword, initiate
update of the reader user interface to display first
summary information regarding the first electronic
document in the results area;

determine a plurality of attribute values of the first
electronic document, including attribute values for
one or more:

author attributes;

recipient attributes;

named attributes; and/or

geolocation attributes;

identify, within the unified object ontology, related
objects that each have an association with a first
object representing the first electronic document,
based at least on matching attributes of the related
objects and the first object representing the first
electronic document;

in response to identifying the related objects, filter the
related objects based on a vulnerability criterion to
determine a filtered set of objects within the unified
object ontology, the vulnerability criterion indicating

a potential vulnerability of an object to a natural

disaster or emergency, wherein the vulnerability cri-

terion is based at least on one or more of: age of a

structure, age of a person, size of a business, location

of a business within a specific area, or license
information associated with a business;
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initiate update of the interactive user interface to dis-

play a clustering user interface displaying:

a document icon representing the first electronic
document;

one or more icons each representing related objects
in the filtered set of objects;

one or more association lines between pairs of
respective icons and the document icon, wherein
the one or more association lines indicate asso-
ciations among the filtered set of related objects
and the first object representing the first electronic
document, as specified by the unified object ontol-
ogy; and

textual or graphical indicia associated with each
association line indicating respective associations
between related objects of the filtered set of
objects and the first object representing the first
electronic document, the textual or graphical indi-
cia indicating the corresponding related object of
the filtered set of objects is at least one of: an
author, recipient, or named in the first electronic
document.

2. The system of claim 1, wherein the one or more
computing devices is further programmed, via executable
code instructions, to:

receive an electronic communication, wherein the elec-

tronic communication comprises a recipient, the recipi-
ent corresponding to a predefined electronic commu-
nication address; and

share the resilience data with one or more entities of the

plurality of entities configured to receive the resilience
data.

3. The system of claim 2, wherein the electronic commu-
nication comprises at least one of: an email, a text message,
or a chat message.

4. The system of claim 1, and wherein the one or more
computing devices is further programmed, via executable
code instructions, to:

receive user selection input comprising at least two of the

electronic documents;

determine additional data objects associated with the at

least two electronic documents based at least in part on
common data property values; and

cause presentation of representations of the at least two

electronic documents and the additional data objects in
the clustering user interface.

5. The system of claim 1, wherein the one or more
computing devices is further programmed, via executable
code instructions, to:

access fourth resilience data from a fourth entity, the

fourth resilience data comprising a plurality of data
objects, wherein the fourth resilience data is associated
with an access control list comprising indications of
respective one or more entities permissioned to receive
respective data objects of the plurality of data objects;

determine a subset of the plurality of data objects per-

missioned to be shared by the third entity as indicated
by the access control list; and

share the subset of the plurality of data objects with one

or more entities in the plurality of entities as indicated
by the access control list.

6. The system of claim 1, wherein the one or more
computing devices is further programmed, via executable
code instructions, to:

receive a strategy from the first municipality, wherein the

strategy is generated by the first entity, and wherein the
strategy is associated with the first resilience data; and
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execute the strategy at the second municipality, wherein
the strategy accesses one or more data objects associ-
ated with the second municipality to identify a potential
or actual resiliency issue at the second municipality, the
one or more data objects comprising data associated
with the second municipality, wherein execution of the
strategy at the second municipality identifies charac-
teristics of the potential or actual resiliency issue.

7. The system of claim 1, wherein the one or more

computing devices is further programmed, via executable
code instructions, to:

cause presentation of an interactive map, the interactive
map comprising geolocation data associated with one
or more locations referenced in the first electronic
document.
8. A system comprising:
one or more computing devices programmed, via execut-
able code instructions, to:
receive resilience data from each of a plurality of
entities associated with respective municipalities,
each entity comprising at least one computing sys-
tem;
wherein the resilience data from the plurality of entities
includes electronic documents regarding actual or
potential natural disasters associated with respective
municipalities, including:

first resilience data comprising a first electronic
document including information regarding an
actual or potential natural disaster associated with
a first municipality, and

second resilience data comprising a second elec-
tronic document including information regarding
an actual or potential natural disaster associated
with a second municipality;

update a unified object ontology storing objects related
to resilience of the plurality of entities with the
received resilience data, wherein the unified object
ontology specifies a de-duplicated plurality of
objects and associations among the plurality of
objects;

receive a search keyword from a third entity associated
with a third municipality, the search keyword
received via an interactive user interface displayed
on a computer display of the third entity, the inter-
active user interface including a reader user interface
having:

a search area configured to receive search criteria
including the search keyword;

a results area configured to display summary infor-
mation regarding any electronic documents of the
resilience data matching the search criteria; and

a data preview area configured to display at least a
portion of an electronic document selected in the
results area;

search the resilience data, including the first resilience
data and the second resilience data, for resilience
data including the search keyword;

determine that the first electronic document includes
the search keyword;

in response to determining that the first electronic
document includes the search keyword, initiate
update of the reader user interface to display first
summary information regarding the first electronic
document in the results area;

derive geolocation attribute values based at least in part
on the first electronic document;
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identify, within the unified object ontology, related
objects that each have an association with a first
object representing the first electronic document,
based at least on matching attributes of the related
objects and the first object representing the first
electronic document;

initiate update of the interactive user interface to dis-
play a clustering user interface displaying:

a document icon representing the first electronic
document;

one or more object icons each representing one of the
related objects;

one or more association lines between pairs of
respective object icons and the document icon,
wherein the one or more association lines indicate
associations among the related objects and the first
object representing the first electronic document,
as specified by the unified object ontology; and

textual or graphical indicia associated with each
association line indicating respective associations
between one of the related objects and the first
object representing the first electronic document
the textual or graphical indicia indicating a type of
association between the corresponding related
object and the first object;

initiate update of the interactive user interface to dis-
play an interactive map user interface displaying:

a geographic map; and
graphical indicia associated with one or more of the
geolocation attribute values associated with the
first electronic document.
9. A computer-implemented method, comprising:
receiving resilience data from each of a plurality of
entities associated with respective municipalities, each
entity comprising at least one computing system;
wherein the resilience data from the plurality of entities
includes electronic documents regarding actual or
potential natural disasters associated with respective
municipalities, including:

first resilience data comprising a first electronic docu-
ment including information regarding an actual or
potential natural disaster associated with a first
municipality, and

second resilience data comprising a second electronic
document including information regarding an actual
or potential natural disaster associated with a second
municipality;

updating a unified object ontology storing objects related
to resilience of the plurality of entities with the received
resilience data, wherein the unified object ontology
specifies a de-duplicated plurality of objects and asso-
ciations among the plurality of objects;

receiving a search keyword from a third entity associated
with a third municipality, the search keyword received
via an interactive user interface displayed on a com-
puter display of the third entity, the interactive user
interface including a reader user interface having:

a search area configured to receive search criteria
including the search keyword;

a results area configured to display summary informa-
tion regarding any electronic documents of the resil-
ience data matching the search criteria; and

a data preview area configured to display at least a
portion of an electronic document selected in the
results area;
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searching the resilience data, including the first resilience
data and the second resilience data, for resilience data
including the search keyword;
in response to determining that the first electronic docu-
ment includes the search keyword, initiating update of
the reader user interface to display first summary
information regarding the first electronic document in
the results area;
determining a plurality of attribute values of the first
electronic document, including attribute values for one
or more:
author attributes;
recipient attributes;
named attributes; and/or
geolocation attributes;

identifying, within the unified object ontology, related
objects that each have an association with a first object
representing the first electronic document, based at
least on matching attributes of the related objects and
the first object representing the first electronic docu-
ment;

in response to identifying the related objects, filtering the

related objects based on a vulnerability criterion to
determine a filtered set of objects within the unified
object ontology, the vulnerability criterion indicating a
potential vulnerability of an object to a natural disaster
or emergency, wherein the vulnerability criterion is
based at least on one or more of: age of a structure, age
of a person, size of a business, location of a business
within a specific area, or license information associated
with a business;

initiating update of the interactive user interface to display

a clustering user interface displaying:

a document icon representing the first electronic docu-
ment;

one or more icons each representing related objects in
the filtered set of objects;

one or more association lines between pairs of respec-
tive icons and the document icon, wherein the one or
more association lines indicate associations among
the filtered set of related objects and the first object
representing the first electronic document, as speci-
fied by the unified object ontology; and

textual or graphical indicia associated with each asso-
ciation line indicating respective associations
between related objects of the filtered set of objects
and the first object representing the first electronic
document, the textual or graphical indicia indicating
the corresponding related object of the filtered set of
objects is at least one of: an author, recipient, or
named in the first electronic document.

10. Non-transitory computer readable storage media com-
prising computer-executable instructions that, when
executed by a computing system, cause the computing
system to:

receive resilience data from each of a plurality of entities

associated with respective municipalities, each entity
comprising at least one computing system;

wherein the resilience data from the plurality of entities

includes electronic documents regarding actual or

potential natural disasters associated with respective

municipalities, including:

first resilience data comprising a first electronic docu-
ment including information regarding an actual or
potential natural disaster associated with a first
municipality, and
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second resilience data comprising a second electronic
document including information regarding an actual
or potential natural disaster associated with a second
municipality;

update a unified object ontology storing objects related to
resilience of the plurality of entities with the received
resilience data, wherein the unified object ontology
specifies a de-duplicated plurality of objects and asso-
ciations among the plurality of objects;

receive a search keyword from a third entity associated
with a third municipality, the search keyword received
via an interactive user interface displayed on a com-
puter display of the third entity, the interactive user
interface including a reader user interface having:

a search area configured to receive search criteria
including the search keyword;

a results area configured to display summary informa-
tion regarding any electronic documents of the resil-
ience data matching the search criteria; and

a data preview area configured to display at least a
portion of an electronic document selected in the
results area;

search the resilience data, including the first resilience
data and the second resilience data, for resilience data
including the search keyword;

in response to determining that the first electronic docu-
ment includes the search keyword, initiate update of the
reader user interface to display first summary informa-
tion regarding the first electronic document in the
results area;

determine a plurality of attribute values of the first elec-
tronic document, including attribute values for one or
more:

author attributes;

recipient attributes;

named attributes; and/or

geolocation attributes;

identify, within the unified object ontology, related objects
that each have an association with a first object repre-
senting the first electronic document, based at least on
matching attributes of the related objects and the first
object representing the first electronic document;

in response to identifying the related objects, filter the
related objects based on a vulnerability criterion to
determine a filtered set of objects within the unified

object ontology, the vulnerability criterion indicating a

potential vulnerability of an object to a natural disaster

or emergency, wherein the vulnerability criterion is
based at least on one or more of: age of a structure, age
of a person, size of a business, location of a business
within a specific area, or license information associated
with a business;

initiate update of the interactive user interface to display

a clustering user interface displaying:

a document icon representing the first electronic docu-
ment;

one or more icons each representing related objects in
the filtered set of objects;

one or more association lines between pairs of respec-
tive icons and the document icon, wherein the one or
more association lines indicate associations among
the filtered set of related objects and the first object
representing the first electronic document, as speci-
fied by the unified object ontology; and

textual or graphical indicia associated with each asso-
ciation line indicating respective associations
between related objects of the filtered set of objects
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and the first object representing the first electronic
document, the textual or graphical indicia indicating
the corresponding related object of the filtered set of
objects is at least one of: an author, recipient, or
named in the first electronic document.
11. A computer-implemented method, comprising:
receiving resilience data from each of a plurality of
entities associated with respective municipalities, each
entity comprising at least one computing system;
wherein the resilience data from the plurality of entities
includes electronic documents regarding actual or
potential natural disasters associated with respective
municipalities, including:

first resilience data comprising a first electronic docu-
ment including information regarding an actual or
potential natural disaster associated with a first
municipality, and

second resilience data comprising a second electronic
document including information regarding an actual
or potential natural disaster associated with a second
municipality;

updating a unified object ontology storing objects related
to resilience of the plurality of entities with the received
resilience data, wherein the unified object ontology
specifies a de-duplicated plurality of objects and asso-
ciations among the plurality of objects;

receiving a search keyword from a third entity associated
with a third municipality, the search keyword received
via an interactive user interface displayed on a com-
puter display of the third entity, the interactive user
interface including a reader user interface having:

a search area configured to receive search criteria
including the search keyword;

a results area configured to display summary informa-
tion regarding any electronic documents of the resil-
ience data matching the search criteria; and

a data preview area configured to display at least a
portion of an electronic document selected in the
results area;

searching the resilience data, including the first resilience
data and the second resilience data, for resilience data
including the search keyword;

determining that the first electronic document includes the
search keyword;

in response to determining that the first electronic docu-
ment includes the search keyword, initiating update of
the reader user interface to display first summary
information regarding the first electronic document in
the results area;

deriving geolocation attribute values based at least in part
on the first electronic document;

identifying, within the unified object ontology, related
objects that each have an association with a first object
representing the first electronic document, based at
least on matching attributes of the related objects and
the first object representing the first electronic docu-
ment;

initiating update of the interactive user interface to display

a clustering user interface displaying:

a document icon representing the first electronic docu-
ment;

one or more object icons each representing one of the
related objects;

one or more association lines between pairs of respec-
tive object icons and the document icon, wherein the
one or more association lines indicate associations
among the related objects and the first object repre-
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senting the first electronic document, as specified by
the unified object ontology; and

textual or graphical indicia associated with each asso-
ciation line indicating respective associations
between one of the related objects and the first object
representing the first electronic document, the textual
or graphical indicia indicating a type of association
between the corresponding related object and the
first object;

initiating update of the interactive user interface to display

an interactive map user interface displaying:

a geographic map; and

graphical indicia associated with one or more of the
geolocation attribute values associated with the first
electronic document.

12. Non-transitory computer readable storage media com-
prising computer-executable instructions that, when
executed by a computing system, cause the computing
system to:

receive resilience data from each of a plurality of entities

associated with respective municipalities, each entity

comprising at least one computing system;

wherein the resilience data from the plurality of entities

includes electronic documents regarding actual or

potential natural disasters associated with respective
municipalities, including:

first resilience data comprising a first electronic docu-
ment including information regarding an actual or
potential natural disaster associated with a first
municipality, and

second resilience data comprising a second electronic
document including information regarding an actual
or potential natural disaster associated with a second
municipality;

update a unified object ontology storing objects related to

resilience of the plurality of entities with the received

resilience data, wherein the unified object ontology
specifies a de-duplicated plurality of objects and asso-
ciations among the plurality of objects;

receive a search keyword from a third entity associated

with a third municipality, the search keyword received

via an interactive user interface displayed on a com-
puter display of the third entity, the interactive user
interface including a reader user interface having:

a search area configured to receive search criteria
including the search keyword;

a results area configured to display summary informa-
tion regarding any electronic documents of the resil-
ience data matching the search criteria; and

a data preview area configured to display at least a
portion of an electronic document selected in the
results area;

search the resilience data, including the first resilience

data and the second resilience data, for resilience data

including the search keyword;

determine that the first electronic document includes the

search keyword;

in response to determining that the first electronic docu-

ment includes the search keyword, initiate update of the

reader user interface to display first summary informa-
tion regarding the first electronic document in the
results area;

derive geolocation attribute values based at least in part

on the first electronic document;

identify, within the unified object ontology, related objects

that each have an association with a first object repre-

senting the first electronic document, based at least on
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matching attributes of the related objects and the first
object representing the first electronic document;
initiate update of the interactive user interface to display

a clustering user interface displaying:

a document icon representing the first electronic docu-
ment;

one or more object icons each representing one of the
related objects;

one or more association lines between pairs of respec-
tive object icons and the document icon, wherein the
one or more association lines indicate associations
among the related objects and the first object repre-
senting the first electronic document, as specified by
the unified object ontology; and

textual or graphical indicia associated with each asso-
ciation line indicating respective associations
between one of the related objects and the first object
representing the first electronic document, the textual
or graphical indicia indicating a type of association
between the corresponding related object and the
first object;

initiate update of the interactive user interface to display

an interactive map user interface displaying:

a geographic map; and

graphical indicia associated with one or more of the
geolocation attribute values associated with the first
electronic document.
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