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2O1 Store, in computer memory, first graph state information 
representing a pre-redacted graph having nodes and inks, the 

pre-redacted graph representing results of a first user's 
investigation involving a plurality of data objects. 

2O2 
Obtain user identification information identifying a set of one or 

Ce SeS 

203 Determine, based on the user identification information, user 
access control level information identifying a set of one or more 

access Control levels common to the one or more users. 

204 Generate, based on the user acCeSS Control level information 
and first graph state information, second graph state information 

representing a redacted graph having one or more nodes or 
links of the pre-redacted graph redacted. 

205 
Based on the second graph state information, display a 
visualization of the redacted graph on a video display. 

2O6 Publish the second graph state information to a graph repository 
in response to a command provided through user interface 

controls presented on the video display, 
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SYSTEMAND METHOD FOR SHARING 
INVESTIGATION RESULTS 

COPYRIGHT STATEMENT 

A portion of the disclosure of this patent document may 
contain material which is Subject to copyright protection. 
The copyright owner has no objection to the facsimile 
reproduction by anyone of the patent document or the patent 
disclosure as it appears in the Patent and Trademark Office 
patent file or records, but otherwise reserves all copyright 
rights whatsoever. Copyright 2012, Palantir Technologies, 
Inc. 

TECHNICAL FIELD 

The present disclosure relates generally to computer sys 
tems for investigative analysis and, more particularly, to the 
design and use of computer systems for sharing investiga 
tion results produced by one user with other users. 

BACKGROUND 

The increased Sophistication of computing, including 
artificial intelligence, data mining, statistics, machine learn 
ing, and database systems, requires a better paradigm for 
computer-based investigative analysis. The deficiencies of 
data mining the use of statistical algorithms to extract 
patterns and insight from raw data—are an important cata 
lyst for the new requirements for investigative analysis 
systems. With data mining, using computers to detect credit 
card fraud, to recommend the next movie to rent, or to find 
a good place to eat in a new city have become a part of our 
daily life. 

However, data mining has limitations for use as an 
investigative analysis technique. From a technical perspec 
tive, automated data mining techniques are well-suited when 
the nature and composition of the underlying data does not 
change over time, the data is complete and clean, and the 
querier has some idea what he or she is looking for. 

Unfortunately, many of hardest, most complex, and criti 
cal data problems that exist today do not have data charac 
teristics that are well-suited for data mining techniques. 
These problems tend to involve data that comes from many 
disparate Sources, is incomplete and inconsistent, and is 
created by those who are trying to avoid leaving a trail that 
is easy to follow. Further complicating matters, these prob 
lems are often bound up with social and privacy concerns. 
People generally are uncomfortable having a computer 
being a final arbiter when lives or livelihoods are on the line. 
Examples of where such problems can be found include 
fields such as intelligence analysis and police investigations. 
With these types of data problems, automated algorithmic 
approaches are Sub-optimal because they omit human 
involvement at critical steps. 

Accordingly, a need remains in the art for an investigative 
analysis system that addresses these and other issues. 

SUMMARY 

The above deficiencies and other problems associated 
with using data mining techniques for certain investigative 
analyses are reduced or eliminated by the disclosed inves 
tigative analysis system. 

In some embodiments, a user of the system can share 
results of an investigation on a body of data with other users 
in a way that allows the sharing user to visualize how the 
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2 
results will be shared with the other users before they are 
shared. In some embodiments, the results of the investiga 
tion are shared in the form of a visual graph having nodes 
and edges. In some embodiments, the visual graph also has 
other presentation elements (e.g., non-node and non-edge 
components) in addition to nodes and edges. These other 
presentation elements may include textual notes, property 
boxes, audio content, video content, audio/video content, 
documents, or other presentable information. In some 
embodiments, the nodes of the graph represent data objects 
that are the Subject of the investigation and the edges 
represent connections between the data objects. In some 
embodiments, the graph is shared with the other users in the 
form of an automatically generated redacted graph omitting 
nodes, edges, and/or other presentation elements for which 
the other users do not have permission to view. In some 
embodiments, the sharing user is presented with a visual 
ization of the automatically generated redacted graph before 
it is shared with the other users providing the sharing user an 
opportunity to confirm that sharing the redacted graph with 
the other users will not constitute an information leakage 
and to confirm that the redacted graph will be meaningful to 
the other users investigations. By doing so, the Superior 
pattern matching and inference machinery of the human 
brain is involved in the decision of whether the results of one 
users investigation are appropriate to share with other users. 

BRIEF DESCRIPTION OF DRAWINGS 

For a better understanding of the aforementioned embodi 
ments of the invention as well as additional embodiments 
thereof, reference should be made to the Description of 
Embodiments below, in conjunction with the following 
drawings in which like reference numerals refer to corre 
sponding parts throughout the figures. 

FIG. 1A is a block diagram of a graph sharing investiga 
tive analysis system. 

FIG. 1B is a block diagram of a graph sharing application 
of the investigative analysis system. 

FIG. 1C is a block diagram of a graph sharing database of 
the investigative analysis system. 

FIG. 2 is a flowchart of a methodology for sharing 
investigation results that may be performed by the graph 
sharing application of the investigative analysis system. 

FIGS. 3A-D are examples of graph sharing user interface 
dialogs for publishing a redacted graph to a shared graph 
repository of the investigative analysis system. 

FIG. 4 is an example of a graph sharing user interface 
dialog for getting a redacted graph from the shared graph 
repository of the investigative analysis system. 

FIG. 5 is a block diagram of a sample computer system on 
which embodiments of the present invention may be imple 
mented. 

DESCRIPTION OF EMBODIMENT(S) 

Introduction 
In the following description, for the purposes of expla 

nation, numerous specific details are set forth in order to 
provide a thorough understanding of the present invention. 
It will be apparent, however, that the present invention may 
be practiced without these specific details. In other 
instances, well-known structures and devices are shown in 
block diagram form in order to avoid unnecessarily obscur 
ing the present invention. 

It will be understood that, although the terms first, second, 
etc. may be used herein to describe various elements, these 
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elements should not be limited by these terms. These terms 
are only used to distinguish one element from another. For 
example, a first graph could be termed a second graph, and, 
similarly, a second graph could be termed a first graph, 
without departing from the scope of the present invention. 
The first graph and the second graph are both graphs, but 
they are not the same graph. 

The terminology used herein is for the purpose of describ 
ing particular embodiments only and is not intended to be 
limiting of the invention. As used herein, the singular forms 
“a”, “an', and “the are intended to include the plural forms 
as well, unless the context clearly indicates otherwise. Use 
of “criteria' may indicate either or both of the singular usage 
of the term, “criterion', or the plural form “criteria', or vice 
WSa. 

It will also be understood that the term “and/or” as used 
herein refers to and encompasses any and all possible 
combinations of one or more of the associated listed items. 
It will be further understood that the terms “comprises' 
and/or "comprising, when used herein, specify the presence 
of stated features, integers, steps, operations, elements, 
components and/or groups, but do not preclude the presence 
or addition of one or more other features, integers, steps, 
operations, elements, components, and/or groups thereof. 
As used herein, the term “if” may be construed to mean 

“when or “upon' or “in response to determining or “in 
response to detecting.” depending on the context. Similarly, 
the phrase “if it is determined’ or “if a stated condition or 
event is detected may be construed to mean “upon deter 
mining or “in response to determining or “upon detecting 
the stated condition or event' or “in response to detecting 
the stated condition or event.” depending on the context. 
Overview 
In general, the present disclosure relates to an investiga 

tive analysis system in which a user can share results of an 
investigation with other users in a way that allows the 
sharing user to visualize how the results will be shared with 
the other users before they are shared. In some embodi 
ments, the results of the investigation are shared in the form 
of a visual graph having nodes and edges. 

In some embodiments, the visual graph also has other 
presentation elements (e.g., non-node and non-edge compo 
nents) in addition to nodes and edges. These other presen 
tation elements may include textual notes, property boxes, 
audio content, video content, audio/video content, docu 
ments, or other presentable information. 

In some embodiments, the nodes of the graph represent 
data objects that are the Subject of the investigation and the 
edges represent connections between the data objects. 

In some embodiments, the graph is shared with the other 
users in the form of an automatically generated redacted 
graph omitting nodes, edges, and/or other presentation ele 
ments for which the other users do not have permission to 
view. 

In some embodiments, the sharing user is presented with 
a visualization of the automatically generated redacted graph 
before it is shared with the other users providing the sharing 
user an opportunity to confirm that sharing the redacted 
graph with the other users will not constitute an information 
leakage and to confirm that the redacted graph will be 
meaningful to the other users investigations. By doing so, 
the Superior pattern matching and inference machinery of 
the human brain is involved in the decision of whether the 
results of one users investigation are appropriate to share 
with other users. 
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4 
Graph Sharing Investigative Analysis System 
In some embodiments, the present disclosure relates to an 

investigative analysis system in which a user can share 
results of an investigation with other users in a way that 
allows the sharing user to visualize how the results will be 
shared with the other users before they are shared. By doing 
So, the system allows the sharing user to visual confirm that 
sharing the graph would not represent an information leak 
age and, at the same, will provide meaningful information to 
the other users. 
An example investigative analysis system 100 is illus 

trated in FIG. 1A. As shown, the system 100 includes one or 
more user sites 101A-C operatively coupled respectively by 
one or more network communication links 111A-C to an 
application server 120 that hosts a graph application 130. 
The graph application 130, as part of the application server 
120, accesses a database 150 by way of a database manage 
ment system 140. User sites 101A-C and server 120 may 
comprise one or more computers that host or execute logic 
or stored programs configured to perform the processes that 
are further described herein. 
A user at a user site 101 conducts, using a computing 

device at the site 101, an investigation involving data objects 
stored in the database 150. Generally, an investigation is a 
separate line of inquiry or analysis on a Subset of shared 
database data drawn from a shared data repository in the 
database 150. Investigations allow users at user sites 101 to 
explore competing hypotheses. For example, if the user at 
site 101A has a first hypothesis regarding a subset of 
database data, and the user at site 101B has a second 
competing hypothesis regarding the same Subset of database 
data, investigations allow both analysts to pursue their own 
hypothesis on the subset without interfering or contradicting 
each other. 

During an investigation, changes made to the Subset of 
data of the investigation are not visible to other users at other 
user sites 101 and do not conflict with changes to the subset 
made by other users at other user sites 101 either in another 
investigation or to the base copy of the subset in the shared 
data repository of the database 150 from which the inves 
tigation Subset was drawn. 

Changes made during an investigation are made visible to 
other users at other sites 101 by publishing the changes to 
the shared data repository of the database 150. Publishing 
changes to the shared data repository may require reconcili 
ation with other changes made outside the context of the 
investigation. In some cases, reconciliation occurs automati 
cally. In other cases, manual reconciliation is required. 

In some embodiments, a user at a site 101, using the graph 
application 130, may produce, in the context of an investi 
gation the user is conducting, results of the investigation in 
the form of a graph that reflects changes made during the 
investigation. The graph may be created with the use of 
graph application 130 and stored in a computer memory. 
Among other functions, the graph application 130 drives an 
interactive user interface presented on a video display at a 
user site 101 (e.g., a computer monitor). Among other 
features, the user interface allows a user at the user site 101 
to visualize data objects that are the subject of the investi 
gation by plotting each data object as a separate node of the 
graph and displaying any known connections between each 
data object as edges connecting the nodes. For example, an 
edge of the graph connecting two nodes may represent a 
shared property, a personal relationship, or mutual partici 
pation in an event. As another possible feature, the user 
interface may allow the user at the user site 101 to create a 
new association between two data objects in the investiga 
tion by dragging (e.g., with a pointing device or with a finger 
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or stylus applied to a touch screen) a line between the two 
nodes of the graph representing the two data objects. 

In some embodiments, a user at a user site 101 can publish 
a graph created during an investigation to a graph repository 
in the database 150 where other users at other sites 101 can 5 
retrieve the published graph into their own investigations for 
further analysis. In this way, a user at one user site 101 can 
share results of investigation with other users at other sites 
101. This process can continue as the analysis is handed 
back and forth between investigative teams. 10 
As a particular example, a user at user site 101A can 

publish a first graph to the graph repository. Another user at 
user site 101B can bring the first graph into another inves 
tigation whereupon a second graph based on the first graph 
is published back to the graph repository. From there, the 15 
user at user site 101A can retrieve the second graph into his 
or her investigation to continue the analysis based on the 
second graph created by the user at user site 101B. The 
publishing, bringing and receiving involve networked com 
munication of data between the computers involved in the 20 
interactions that are described. 

In some embodiments, the graph application 130 drives 
an interactive graph sharing user interface presented on a 
video display at a user site 101 that allows a user at the user 
site 101 to publish a graph created during an investigation to 25 
the graph repository. In some embodiments, the graph 
sharing user interface allows the user to specify other users 
that are to receive the graph. Based on the users specified, 
the graph application 130 automatically creates a redacted 
version of the graph in which nodes and edges that the 30 
specified users do not have permission to view are redacted. 
The graph application 130 presents the redacted graph on the 
video display to allow the publishing user to confirm the 
contents of the redacted graph before publishing the 
redacted graph to the graph repository. If the publishing user 35 
is satisfied with the contents of the redacted graph, the 
publishing user can command the graph application 130 
through the user interface to publish the redacted graph to 
the graph repository. 
As a particular example, an intelligence analyst at a user 40 

site 101A in country or state A may wish to share results of 
an investigation with another intelligence analyst at a user 
site 101B in another country or state B. With the graph 
application 130, the intelligence analyst of jurisdiction Acan 
visually confirm contents of a redacted graph to be shared 45 
with the intelligence analyst of jurisdiction B does not 
represent an information leakage and, at the same time, 
represents investigative results useful to the intelligence 
analyst of jurisdiction B. 

At each user site 101 there is a client computing device 50 
used by a user at that site that communicates and exchanges 
data with the application server 120 over a network com 
munication link 111. The client computing device may be 
virtually any client computer Such as workstation computer, 
a laptop computer, a tablet computer, a mobile phone, or 55 
other client computing device that has or is operatively 
coupled to a video display. While only three user sites 101 
are shown in FIG. 1A, the system 100 may include more 
than three or less than three user sites 101. 
A network communication link 111 may traverse one or 60 

more data networks (e.g., Local Area Networks and Wide 
Area Networks). A network communication link 111 may be 
based on a reliable network transport protocol Such as 
TCP/IP or the like. A network communication link 111 
between a user site 101 and the application server 120 may 65 
be established as and when needed, for example, when the 
application server 102 or the client computing device at the 

6 
user site 101 needs to send data to the other. Alternatively, 
the network communication link 111 may span the life of a 
session during which data is sent back and forth between the 
application server 120 and the user site 101 in multiple 
communication exchanges. Either the application 120 or the 
client computing device at the user site 101 may initiate 
establishment of the network communication link 111. A 
network communication link 111 may traverse a number of 
intermediary devices (e.g., web servers, cache servers, proxy 
servers, content delivery network servers, etc.) between an 
application server 120 device and the client computing 
device at the user site 101. In this case, the network 
communication link 111 may be viewed as a logical network 
communication link made up of a number of Sub-network 
communication links connecting the client computing 
device to the application server 120 device through the 
intermediary devices in a network. 
The client computing device at the user site 101 is 

configured with a Web browsing application or other client 
application for performing client functions of the graph 
application 130. Among others, the client functions include 
presenting various graph application 130 user interfaces on 
the video display of the client computing device, as 
instructed over one or more network communication links 
111 by the graph application 130. The client functions may 
also include receiving user input from the user of the client 
computing device and transmitting data representing user 
input to the graph application 130 over one or more network 
communication links 111. The graph application 130 may 
instruct the client application to present the various graph 
application user interface using standardized Web instruc 
tions sent over one or more network communications links 
111 to the client computing device. Such Web instructions 
may involve standardized Web protocols (e.g., HTTP, 
HTTPS, etc.) and include standardized markup language 
instructions (e.g., XML, HTML, XHTML, etc.), standard 
ized style sheet language instructions (e.g., CSS, etc.), and 
standardized client-side Scripting language instructions 
(e.g., JavaScript(R), ActionScript(R), and Jscript(R), etc.). 
Receipt of data by the graph application 130 representing 
user input may also involve standardized Web protocols and 
standardized Web instructions. 
The application server 120 contains the graph application 

130 and operates on one or more server computing devices. 
The server computing devices on which the graph applica 
tion 130 operates may be considered to be operatively 
coupled to the video displays at user sites 101 by network 
communication links 111 and the client computing devices 
at the user sites 101. The application server 120 provides 
fundamental application data services to the graph applica 
tion 130 such as handling network communications with 
user sites 101 and providing an interface to the graph 
application 130 for communicating with the database man 
agement service 140. According to Some aspects of the 
present invention, the graph application 130 is implemented 
using the Java programming language. However, implemen 
tation with other programming languages or in hardware 
(e.g., hard-wired logic, one or more ASICs or FPGAs, 
firmware, etc.) are also possible. 
Graph Sharing Application 
FIG. 1B is a block diagram of an embodiment of the graph 

application 130. As shown, the graph application 130 
includes a number of logic elements which may be imple 
mented in software or hardware or a combination of the two. 
A graph sharing logic element 131 includes a redacted graph 
generation logic element 132 for generating a redacted 
graph, a redacted graph visualization logic element 133 for 
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displaying a redacted graph on a video display at a user site 
101 operatively coupled to the graph application 130 by a 
network communication link 111, and a redacted graph 
publishing logic element 134 for publishing a redacted graph 
to the graph repository of the database 150. The graph 
application 130 also includes a command handling logic 
element 135 for receiving notification of commands input by 
a user through user interface controls presented on the video 
display at the user site 101 and for dispatching received 
commands to the appropriate logic element of the graph 
application 130 to handle the command. The graph appli 
cation 130 may include these and other logic elements. 

Although in some embodiments the redacted graph gen 
eration, visualization, and publishing functions are per 
formed at least in part by a graph application hosted by an 
application server, some or all of these functions may be 
performed by the computing devices at the user sites. For 
example, the computing devices may be configured with a 
graph application for performing some or all of these 
functions. 

In an embodiment, operating on the database 150 (i.e., the 
organized information actually stored on a storage device) is 
a database management service (DBMS) 140 that, among 
other operations, processes requests from the application 
server 120 for access to information in the database 150. The 
graph application 130 may interact indirectly with the data 
base 150 through the DBMS 140 that in turn interacts 
directly with the database 150 to provide high level database 
operations to the graph application 130. Such as retrieval and 
storage of information in the database 150. No particular 
type of database management service is required and any 
database management service capable of supporting the 
graph sharing techniques described herein may be used. In 
some embodiments, as examples, the DBMS 140 is a 
relational database management system Such as those com 
mercially available from Oracle Corporation of Redwood 
Shores, Calif. and Microsoft Corporation of Redmond, 
Wash. Other embodiments may use open source databases. 

In some embodiments, the database 150 (or a portion or 
portions thereof) is stored in volatile memory for faster data 
access to database data. In this case, the database 150 may 
be backed by a shadow copy of the database 150 stored in 
a non-volatile memory in case of power loss to the volatile 
memory. 

Graph Sharing Database 
FIG. 1C is a block diagram of information stored in the 

database 150 involved in sharing graph operations in an 
embodiment. Conceptually, the database 150 is segmented 
into user information 151, user access control level infor 
mation 151, a shared data repository 153, a shared graph 
repository 160, and investigation data 162. No particular 
type of database is required and any database capable of 
Supporting the graph sharing techniques described herein 
may be used. As just one non-limiting example, the database 
150 is a relational database. The information stored in the 
database 150 may also be stored as a result of performing 
graph sharing operations in computer memory of the server 
computing devices that operate the graph sharing application 
130 and in computer memory of client computing devices at 
user sites 101. 

User information 151 includes data identifying individual 
users of the graph sharing application 130. Such data may 
include user identification information uniquely identifying 
individual users and credential information for authenticat 
ing individual users. Credential information may include 
username and password information and/or cryptographic 
digital certificate information as examples. User information 
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151 may also include collaboration team data. A collabora 
tion team is a set of one or more users identified by a team 
name. Collaboration teams allow reference to a set of one or 
more individual users by a single identifier akin to e-mail 
messaging groups. 

User access control level information 152 includes infor 
mation identifying which access control levels users have. In 
Some embodiments, there are two types of access control 
levels: groups and classifications. Groups may also be 
referred to as roles. The access control groups to which a 
user belongs determine what operations the user can perform 
on which data in the shared data repository 153. The access 
control groups to which a user belongs also determine what 
data in the shared data repository 153 the user can bring into 
an investigation 162. The access control classifications a 
user has determines what data in the shared data repository 
153 the user has access to and what data in the shared data 
repository 153 the user can bring into an investigation 162. 
A user may belong to more than one access control group 

and have more than one access control classification. Access 
control groups and access control classifications may be 
hierarchical Such that, if a user belongs to an access control 
group or has an access control classification higher in the 
hierarchy, then the user implicitly belongs to all groups and 
has all classifications lower than that group or classification 
in the hierarchy. 

Access control groups and access control classifications 
may be associated with properties 155, links 156, and other 
presentation elements 166 through access control lists 158. 
An access control list 158 has a set of one or more access 
control items 159. An access control item 159 can specify an 
access control group or a classification. 
When specifying an access control group, an access 

control item 159 includes an access control group name or 
identifier and a permission of that access control group. In 
Some embodiments, there are four permissions levels: dis 
covery, read, write, and owner. With the discovery permis 
Sion, a user can be notified of and know that data exists but 
cannot view the data. With the read permission, a user can 
find and read the data but cannot change the data. With the 
write permission, a user can find, read, and change the data. 
With the owner permission, a user can find, read, change, 
and adjust the permissions on the data. Thus, permissions 
may be cumulative. For example, a user that has the write 
permission with respect to data implicitly also has the read 
and discovery permissions with respect to that data. 
Embodiments are not limited to these four permission levels 
and other sets of permissions levels may be used. 
When specifying an access control classification, an 

access control item 159 includes a classification marking 
that identifies the classification. Example classification 
markings include Top Secret (TS), Secret (S), Confidential 
(C). Restricted (R), and Unclassified (U). In an embodiment, 
a user is not allowed access to data in the shared data 
repository 153 unless the user has all classification markings 
specified in the access control list 158 associated with the 
data. Thus, in Such an embodiment, classification access 
control items 159 of an access control list 158 override any 
permissions granted to a user by group access control items 
159 of the access control list 158. The foregoing classifica 
tion markings are NOTIONAL ONLY and provided solely 
for example purposes. As explained in greater detail below, 
access control information 157 associated with data objects 
154 and links 156 that are the subject of an investigation 
may be used when sharing a graph to determine what nodes 
and edges of the graph to redact. 
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In some embodiments, investigative data stored in the 
shared data repository 153 is conceptually structured accord 
ing to an object-centric data model. At the highest level of 
abstraction, there are data objects 154. A data object 154 is 
a container for information representing things in the world. 
For example, a data object 154 can represent an entity Such 
as a person, a place, an organization, or other noun, or an 
event that happens at a point in time or for a duration, a 
document or other unstructured data source Such as an 
e-mail message, a news report, or a written paper or article, 
or a digital media item Such as audio or video. A data object 
154 may have a type (e.g., Person, Event, or Document) and 
a display name which may be values of particular properties 
155 of the data object 154. 

Each data object 154 may have one or more properties 
155. Properties 155 are attributes of the data object 154 that 
represent individual data items. Each property 155 of a data 
object 154 has a type and a value. Different types of data 
objects 154 may have different types of properties 155. For 
example, a Person data object 154 might have an Eye Color 
property 155 and an Event object 154 might have a Date 
property 155. 

In some embodiments, the set of data object types and the 
set of property types for each type of data object are defined 
according to a pre-defined or user-defined ontology or other 
hierarchical structuring of knowledge through Sub-catego 
rization of object types and property types according to their 
relevant and/or cognitive qualities. A data object 154 may 
also be allowed to have more than one property 155 of the 
same type. For example, a Person data object 154 might 
have multiple Address properties 155 or multiple Name 
properties 155. 
A link 156 represents a connection between two data 

objects 154. In some embodiments, the connection is either 
through a relationship, an event, or through matching prop 
erties. 
A relationship connection may be asymmetrical or sym 

metrical. For example, Person data object A may be con 
nected to Person data object B by a Child Of relationship 
(where Person data object B has an asymmetric Parent Of 
relationship to Person data object A), a Kin Of symmetric 
relationship to Person data object C, and an asymmetric 
Member Of relationship to Organization data object X. The 
type of relationship between two data objects may vary 
depending on the types of the data objects. For example, 
Person data object A may have an Appear In relationship 
with Document data object Y or have a Participate In 
relationship with Event data object E. 
As an example of an event connection, two Person data 

objects 154 may be connected by an Airline Flight data 
object 154 representing a particular airline flight if they 
traveled together on that flight, or by a Meeting data object 
154 representing a particular meeting if they both attended 
that meeting. In an embodiment, when two data objects 154 
are connected by an event, they are also connected by 
relationships, in which each object 154 has a specific rela 
tionship to the event, Such as, for example, an Appears. In 
relationship. 
As an example of a matching properties connection, two 

Person data objects 154 representing a brother and a sister, 
may both have an Address property 155 that indicates where 
they live. If the brother and the sister live in the same home, 
then their Address properties 155 likely contain similar, if 
not identical information. In an embodiment, a link 156 
between two data objects 154 may be established based on 
similar or matching properties 155 of the data objects 154. 
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The above are just some examples of the types of con 

nections that may be represented by a link 156 and other 
types of connections may be represented. Thus, it should be 
understood that embodiments are not limited to any particu 
lar types of connections between data objects 154. For 
example, a document data object 154 might contain two 
different tagged entities. A link 156 between two data objects 
154 may represent a connection between these two entities 
through their co-occurrence within the same document. 

In some embodiments, the shared data repository 153 
stores other presentation elements 166 that are not data 
objects 154, properties 155, or links 156. These other 
presentation elements 166 may include textual notes, prop 
erty boxes, audio content, video content, audio/video con 
tent, documents, or other presentable information. These 
other presentation elements 166 are referred to as “presen 
tation’ elements because they may be presented on a graph 
in addition to nodes and edges representing data objects 154 
and links 156, respectively. It should be understood that it is 
not a requirement that presentation elements 166 and data 
objects 154 represent different types of information. Infor 
mation represented by a presentation element 166 can 
instead by represented by a data object 154, and vice versa. 
For example, a document may be represented by a presen 
tation element 166 and/or a data object 154. 

In some embodiments, a property 155, a link 156, or a 
presentation element 166 may be associated with an access 
control list 158 that governs access users have to the 
property 155, link 156, or presentation element 166. In some 
embodiments, the level of access a user has to a property 155 
or link 156 also affects the level of access the user has to a 
data object 154 associated with the property 155 or link 156. 
In particular, to view a data object 154, a user must have 
view access to at least one property 155 of that data object 
154. If the user has view access to a link 156 from one data 
object 154 to another data object 154 but no view access to 
any properties 155 of the data object 154, then the user can 
view the data object 154 but it in a generic form that does 
not reveal any details of the data object 154. In some 
embodiments, to view a property 155 of a data object 154, 
a user must have at least read level access to that property 
155. In some embodiments, to view a link 156, the user must 
have at least read level access to that link 156. In some 
embodiments, to view a presentation element 166, the user 
must have at least read level access to that presentation 
element 166. 

Graph-Based Investigations 
In some embodiments, a user at a user site 101 can use the 

graph application 130 to conduct a separate line of inquiry 
or analysis on a subset 163 of data objects 154, properties 
155, links 156, and presentation elements 166 drawn from 
the shared data repository 153. This separate line of inquiry 
or analysis is referred to herein as an investigation 162. 
During an investigation 162, changes made to the investi 
gation subset 163 of the investigation 162 are not visible to 
other users at other user sites 101 and do not conflict with 
changes to the data objects 154, the properties 155, the links 
156, and the presentation elements 166 of the investigative 
subset 163 made by other users at other user sites 101 either 
in another investigation 162 or to the base copies of the data 
objects 154, the properties 155, the links 156, and the 
presentation elements 166 in the shared data repository 153 
from which the investigation subset 163 was drawn. 
Changes made during an investigation 162 are made visible 
to other users at other sites 101 by “publishing the changes 
to the shared data repository 153. 
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Investigation Authorizations 
In some embodiments, the set of data objects 154, prop 

erties 155, links 156, and presentation elements 166 in the 
shared data repository 153 that can be drawn into a user's 
investigative Subset 163 is constrained by investigation 
authorizations 165. An investigation authorization 165 is a 
set of access control groups and/or a set of access control 
classifications. An investigation authorization 165 is asso 
ciated with an investigation 162 and represents the effective 
permission for the associated investigation 162. The effec 
tive permission determines the kind of data that can be 
drawn from the shared data repository 153 into the investi 
gation 162. For example, if the investigation authorization 
165 has the “Everyone' and the “Finance' group, only data 
in the shared data repository 153 that is authorized for 
Everyone, Finance, or for both can be brought into the 
investigation 162. 
As a result of an associated investigation authorization 

165, an investigation 162 may contain data authorized by 
each group or classification in the investigation authoriza 
tion 165. In some embodiments, for a user to gain access to 
an investigation 162, the user, according to the user's user 
access control level information 152, must have at least the 
same set of access control groups and access control clas 
sifications as specified in the associated investigation autho 
rization 165. 

Pre-Redacted Graphs 
In the context of an investigation 162, a user at a user site 

101 can use the graph application 130 to make changes to 
the investigation subset 163 of the investigation 162 by 
creating and storing a graph 164. Like the investigation 
subset 163, the graph 164 is local to the investigation 162 
until it is published to the shared graph repository 160. In 
Some embodiments, a graph 164 created in the context of an 
investigation may be published to the shared graph reposi 
tory 160 as a redacted graph 161 in which one or more 
nodes, edges, and/or other presentation elements 166 of the 
graph 164 created in the context of the investigation are 
redacted. In this sense, the graph 164 created in the inves 
tigation 162 may conceptually viewed as a pre-redacted 
graph 164. 

For making changes to the investigation Subset 163, the 
graph application 130 drives a user interface allowing the 
user to navigate and work with the contents of a graph 164. 
Among other possible features, the user interface may allow 
a user to add and remove data objects 154 to and from the 
graph 164, create and remove links 156 between data objects 
154 of the graph 164, add and remove presentation element 
166, and organize and format the graph 164 for presentation. 
A pre-redacted graph 164 of an investigation 162 may be 

a collection of nodes, edges therebetween, and presentation 
elements 166. Each node of a pre-redacted graph 164 
corresponds to a data object 154 that is the subject of the 
investigation 162. Each edge of the pre-redacted graph 164 
corresponds to a link 156 established between two data 
objects 154 that are the subject of the investigation 162. 
Each presentation element 166 of the pre-redacted corre 
sponds to a presentation element 166 that is the subject of 
the investigation 162. 

Graph State Information 
A pre-redacted graph 164 of an investigation 162 may be 

stored in the database 150 by the graph application 130 as 
'graph state information'. Graph state information includes 
information for displaying the nodes, edges, and other 
presentation elements of the graph on a video display. Graph 
state information may include such information as two 
dimensional positioning information for positioning the 
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12 
nodes and other presentation elements of the graph on the 
Video display and link information indicating the nodes that 
are to be displayed with edges drawn there between. The 
graph state information may include other information Such 
as a name of the graph and a description. 

In some embodiments, graph state information for a 
pre-redacted graph 164 does not contain the data objects 
154, links 156, and presentation elements 166 represented 
by the pre-redacted graph 164. Instead, the graph state 
information contains pointers or references to the repre 
sented data objects 154, links 156, and presentation elements 
166 of the investigation subset 163. Consequently, deleting 
or modifying the graph state information for a pre-redacted 
graph 164, as an operation by itself, does not delete or 
modify the underlying data objects 154, links 156, and 
presentation elements 166 represented by the pre-redacted 
graph 164. 

Publishing a Graph 
Once a user has created a pre-redacted graph 164 repre 

senting results of the current investigation 162, the user can 
use the graph application 130 to publish the pre-redacted 
graph 164 to the graph repository 160 as a redacted graph 
161 where it can be retrieved by other users into their own 
investigations 162 for continuing analysis. 

In some embodiments, the graph publishing process 
begins with the publishing user specifying a set of individual 
users that are expected to retrieve the redacted graph 161 
from the shared graph repository 160. This set of users is 
referred to hereinafter as the set of “target users”. In some 
embodiments, the publishing user specifies the set of target 
users by entering identifiers of the target users and/or 
identifiers of collaboration teams through a user interface 
driven by the graph application 130. A collaboration team is 
a named collection of individual users, akin to a mailing list. 

Next, the graph application 130 determines a common 
access control level of the set of target users. In some 
embodiments, the common access control level is the set of 
access control groups that each and every target user belongs 
to and the set of access control classifications that each and 
every target user has. In some embodiments, the common 
access control level is the intersection of the set of access 
control groups that each and every target user belongs to and 
the set of access control groups of the investigation autho 
rization 165 associated with the investigation 162, and the 
intersection of the set of access control classifications that 
each and every target user has and the set of access control 
classifications of the investigation authorization 165 asso 
ciated with the investigation 162. 

In some embodiments, determining the common access 
control level of the set of target users involves the graph 
application 130 consulting the user access control level 
information 152 to determine, for each target user, the set of 
access control groups the target user belongs to and the set 
of access control classifications the target user has. In this 
case, two intersections are computed. One intersection is the 
intersection of the sets of access control groups for the target 
users (the “common access control groups of the target 
users'). The other intersection is the intersection of the sets 
of access control classifications for the target users (the 
“common access control classifications of the target users'). 

In some embodiments, the common access control level is 
the set of common access control groups of the target users 
and the set of common access control classifications of the 
target users. In some embodiments, common access control 
groups of the target users that are subordinate or Subsumed 
by common access control groups of the target users higher 
in the access control level hierarchy are not included in the 
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common access control level. Similarly, in Some embodi 
ments, common access control classifications of the target 
users that are subordinate or Subsumed by common access 
control classifications of the target users higher in the access 
control level hierarchy are not included in the common 
access control level. 

In some embodiments, the common access control level is 
(a) the intersection of the set of common access control 
groups of the target users (possibly omitting Subordinate or 
Subsumed groups) and the set of access control groups of the 
investigation authorization 165 associated with the investi 
gation 162, and (b) the intersection of the set of common 
access control classifications of the target users (possibly 
omitting Subordinate or Subsumed classifications) and the set 
of access control classifications of the investigation autho 
rization 165 associated with the investigation 162. By these 
intersections with the investigation authorization 165 asso 
ciated with the investigation 162, the preview of the redacted 
graph presented to the publishing users does not present 
nodes, edges, and presentation elements that cannot be 
viewed by the set of target users because of the investigation 
authorization 165 associated with the investigation 162. 

In some embodiments, instead of beginning the graph 
publishing process by specifying a set of individual users 
and/or collaboration teams that are expected to retrieve the 
redacted graph 161 from the shared graph repository 160, 
the user begins the graph publishing process instead by 
providing a template file that directly specifies the common 
access control level. 

Next, whether the common access control level is deter 
mined indirectly from a set of specified users/collaboration 
teams or determined directly from a template file, the graph 
application 130 iterates over the graph components (i.e., 
nodes, edges, and presentation elements) of the pre-redacted 
graph 164 to determine, for each Such graph component, 
whether a hypothetical user with the common access control 
level can view the component based on the access control 
information 157 associated with the data object 154, link 
156, or presentation element 166 that the graph component 
represents. If the hypothetical user with the common access 
control level could not view the component, then the com 
ponent will be redacted in the redacted graph 161 published 
to the shared graph repository 160. In particular, the pre 
redacted graph 164 may be published as the redacted graph 
161 based on the graph state information for the pre 
redacted 164 but without graph state information for the 
components that were redacted. 

Before publishing the pre-redacted graph 164 as the 
redacted graph 161 to the shared graph repository 160, the 
graph application 130 displays a visualization of the 
redacted graph 161 on the publishing user's video display so 
that the publishing user can view how the redacted graph 
161 will be displayed to a user with the common access 
control level. By doing so, the publishing user can confirm, 
before publishing the redacted graph 161 to the shared data 
repository 160, that publishing the redacted graph 161 will 
not constitute an information leakage and at the same time 
will provide information useful to others investigations 
162. 

Graph Sharing Methodology 
FIG. 2 is a flowchart of a graph sharing methodology 200 

according to Some embodiments. The methodology 200 may 
be performed by the server computing devices that operate 
the graph application 130. Alternatively, the methodology 
200 may be performed by a client computing device at a user 
site 101, in which case, the graph application 130 operates 
on the client computing device. As yet another alternative, 
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14 
the methodology 200 may be performed by a combination of 
a client computing device at a user site 101 and one or more 
server computing devices that operate the graph application 
130, in which case, a portion of the graph application 130 
operates on the client computing device. 

For ease of understanding, the steps of the graph sharing 
methodology 200 are depicted and described as being per 
formed in a certain order. However, it will be understood by 
those skilled in the art that where a step is not dependent on 
results of another step or steps, that step may be performed 
in a different order or performed concurrently with respect 
to other steps. 
At block 201, the graph application 130 stores, in data 

base 150, first graph state information representing a pre 
redacted graph 164 having nodes, edges, and presentation 
elements 166. The pre-redacted graph 164 represents result 
of a first user's investigation involving data objects 154, 
properties 155, links 156, and presentation elements 166 that 
are the subject of the first user's investigation 162. The first 
graph state information points to or references the data 
objects 154, links 156, and presentation elements 166 in the 
first user's investigation subset 163. 

In some embodiments, the first graph state information 
has information representing the nodes, edges, and presen 
tation elements of the pre-redacted graph 164 including 
information for displaying the nodes, edges, and presenta 
tion elements in a visible graph arrangement on a video 
display. For each node of the pre-redacted graph 164, there 
is information in the first graph state information that points 
to or references the data object 154 in the first user's 
investigation subset 163 that is represented by the node. In 
addition, for each edge of the pre-redacted graph 164, there 
is information in the first graph state information that points 
to or references the link 156 in the first user's investigation 
subset 163 that is represented by the edge. In addition, for 
each presentation element of the pre-redacted graph 164, 
there is information in the first graph state information that 
points to or references the presentation element 166 in the 
first user's investigation subset 163. 

In some embodiments, the pre-redacted graph 164 may 
contain components other than just nodes and edges. These 
other non-edge and non-node components may include 
textual notes, property boxes, audio content, video content, 
audio/video content, documents, or other presentable infor 
mation. The first graph state information may contain posi 
tioning information specifying where on the visible graph 
the non-edge and non-node components are to be displayed 
in relation to the node and edge components of the pre 
redacted graph 164. Further, the first graph state information 
may contain information for each non-edge and non-node 
component that points to or references the database infor 
mation (e.g., the text note, the property box, the audio 
content, the video content, the audio/video content, the 
document, or other presentable information) in the first 
users investigation subset 163 represented by the non-edge 
and non-node component. Information in the first user's 
investigation Subset 163 represented by a non-edge and 
non-node component of the pre-redacted graph 164 may be 
associated, in the first users investigation subset 163, with 
access control information 157 for controlling access to the 
database information. 
At block 202, the graph application 130 obtains user 

identification information identifying a set of one or more 
target users that the first user expects to share the pre 
redacted graph 164 with. The user identification information 
may include a list of one or more individual user identifiers 
and/or a list of one or more collaboration team identifiers. 
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User identification information may be obtained by the 
graph application 130 directly from the first user. Alterna 
tively, user identification information may be obtained from 
the database 150 based on information obtained directly 
from the first user. 
At block 203, the graph application 130 determines, based 

on the user identification information obtained at block 202, 
user access control level information identifying a set of one 
or more access control levels common to the one or more 
target users that the first user expects to share the pre 
redacted graph 164 with. To do so, the graph application 130 
may use the user identification information to obtain, from 
the user access control level information 152 in the database 
150, for each target user, the set of access control groups that 
the target user belongs to and the set of access control 
classifications that the target user has. From this access 
control level information obtained for each target user, the 
graph application 130 determines a common access control 
level for the set of target users. 

At block 204, the graph application 130 generates, based 
on the user access control level information determined at 
block 203 and the first graph state information stored at 
block 201, second graph state information representing a 
redacted graph having one or more nodes, edges, or non 
edge and non-node components of the pre-redacted graph 
164 redacted. Generally, this involves the graph application 
130 creating a copy of the first graph state information with 
information representing the redacted nodes, edges, and 
non-edge and non-node components removed in the second 
graph state information. To determine which nodes, edges, 
and non-edge and non-node components of the pre-redacted 
graph 164 to redact, the graph application 130 iterates over 
the nodes, edges, and non-edge and non-node components of 
the pre-redacted graph 164 comparing the version of the 
access control information 157 associated with the database 
information represented by the node, edge, or non-edge and 
non-node component stored in the first users investigation 
subset 163 with the common access control level determined 
for the set of target users. In some embodiments, if the 
common access control level gives permission to view the 
database information represented by a node, edge, or non 
edge and non-node component, then information represent 
ing the node, edge, or non-edge and non-node component in 
the first graph state information is retained in the second 
graph state information. 

In some embodiments, to view a data object 154, a link 
156, or other database information represented by a non 
edge and non-node component, the common access control 
level must include all classifications required by the access 
control list 158 associated with the data object 154, the link 
156, or the other database information, and must have at 
least the discover permission, according to the access con 
trol group information of the associated access control list 
158 and the access control groups of the common access 
control level. Other requirements for viewing are possible 
and embodiments are not limited to any particular set of 
requirements. For example, a user with the common access 
control may be required to have the read permission instead 
of just the discover permission. 

In some embodiments, a node of the pre-redacted graph 
164 corresponding to a data object 154 in the first user's 
investigation subset 163 is not redacted from the pre 
redacted graph 164 so long as at least one data property 155 
of the data object 154 is viewable according to the common 
access control level. 

In some embodiments, a pre-redacted graph 164 may 
include a group node which represents a set of two or more 
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data objects 154 in the first user's investigation subset 163. 
In some embodiments, a group node of the pre-redacted 
graph 164 corresponding to data objects 154 in the first 
users investigation subset 163 is not redacted from the 
pre-redacted graph 164 so long as at least one of the data 
objects 154 of the group is viewable to the common access 
control level. View-ability of a data object 154 of the group 
may be determined based on the properties 155 of the data 
object 154 as discussed in the previous paragraph. 

In some embodiments, an edge of the pre-redacted graph 
164 corresponding to a link 156 in the first user's investi 
gation subset 163 is redacted if not viewable to the common 
access control level. 

In some embodiments, an edge of the pre-redacted graph 
164 is also redacted if the common access control level 
cannot view both data objects 154 that the corresponding 
link 156 connects even if the common access control level 
has permission to view the corresponding link 156. View 
ability of a data object 154 connected by a link 156 may be 
determined based on the properties 155 of the data object 
154 as discussed in a previous paragraph above. 

In some embodiments, an edge of the pre-redacted graph 
164 corresponds to more than one link 156 in the first user's 
investigation Subset 163. In this case, the edge may not be 
redacted so long as at least one of the links 156 is viewable 
by the common access control level. However, the edge may 
be redacted even if one of the links 156 is viewable by the 
common access control level when both data objects 154 
that the links 156 connect are not viewable by the common 
access control level. 
At block 205, the graph application 130 presents a visu 

alization of the second graph state information to the first 
user on the first user's video display. This visualization may 
be a graph representation of the pre-redacted graph 164 but 
with the nodes and edges redacted at block 204 not dis 
played. 
At block 206, the graph application 130 publishes the 

second graph state information representing a redacted 
graph 161 to the shared graph repository 160 in response to 
a command provided by the first user through user interface 
controls presented on the first user's video display. Once 
published, other users of the graph application 130 can bring 
the redacted graph 161 into their own investigations 162 for 
continuing analysis. 

In some embodiments, publication of the second graph 
state information to the shared graph repository 160 coin 
cides with publication of the investigation subset 163 back 
to the shared data repository 153. In some embodiments, if 
there are data change conflicts between the versions of the 
data objects 154 and links 156 in the investigation subset 
163 and the versions of the those data objects 154 and links 
156 in shared data repository 153 at the time of publication, 
the data change conflicts must be resolved in the investiga 
tion subset 163, either manually or automatically, before the 
second graph state information is published to the shared 
graph repository 160. Such data changes conflicts include 
any conflicts between access control information 157 asso 
ciated with those data objects 154 and links 156 in the 
investigation subset 163 and access control information 157 
associated those data objects 154 and links 156 in the shared 
data repository 153. In the case of data change conflicts, 
after the data change conflicts have been resolved, the 
methodology 200 may return to block 204 to generate new 
second graph state information based on the updated inves 
tigation subset 163 containing the results of the conflict 
resolutions. 
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Example Graph Sharing User Interfaces 
FIG. 3A, FIG. 3B, FIG. 3C are exemplary graph sharing 

user interfaces that may be driven by the graph application 
130 for sharing a pre-redacted graph 164 of an investigation 
162 with other graph application 130 users according to an 
embodiment. The user interfaces of FIGS. 3A-C may be 
presented on a video display at a user site 101 operatively 
coupled to the graph application 130. 

In FIG. 3A, there is shown a graphical user interface 
dialog 301 displaying, in the graph preview pane 306, a 
selected pre-redacted graph 164 to be shared. The dialog 301 
includes a “use templates' button 302 which, when selected, 
allows the user to specify a template file containing a list of 
users and/or collaboration teams representing the users that 
the pre-redacted graph 164 is to be shared with. In addition 
to or instead of a list of users and/or collaboration teams, the 
template can specify a set of access control groups and/or 
classifications, as described above. Alternatively, the user 
can specify the individual users and collaboration teams in 
the entry panel 304 when the “share with users and teams' 
button 303 is selected. The dialog 301 also includes a 
message field 305 for entering optional collaboration mes 
sage information. 
As shown in FIG. 3B, in an embodiment, as the user 

enters individual users and/or collaboration teams in the 
entry panel 304, the graph application 130 automatically 
redacts nodes and edges of the pre-redacted graph 164 that 
are not visible to all users specified in the entry area 304. In 
the example of FIG. 3B, as indicated in the graph redaction 
status panel 309, the collaboration team (“Fikri Network 
Team’) and the individual user (“John Doe') entered into the 
entry panel 304 causes three nodes and seven edges to be 
redacted from the pre-redacted graph 164 shown in FIG.3A. 
In FIG. 3B, the redacted graph displayed in the preview area 
306 removes display of the redacted nodes and edges. 
Alternatively, as in FIG. 3C, the redacted graph is displayed 
with the redacted nodes edges visible but with redaction 
indicators. In the current example, the redaction indicators 
are circles with a diagonally orientated intersects that over 
lay the redacted nodes and edges. However, other redaction 
indicators are possible and embodiments are not limited to 
the indicators shown in FIG. 3C. In general, any visual 
indication that visually distinguishes a redacted node or edge 
from a non-redacted node or edge may be used. The user can 
operate the “show changes' button 308 and the “hide 
changes” button 310 to toggle between the two preview 
displays. 
Once the user has finished entering users and/or collabo 

ration teams into the entry panel 304 or provided a template 
and the user is satisfied with the redacted version of the 
graph displayed in the graph preview area 306, the user may 
select the “next' button 307 to reveal the dialog 301 shown 
in FIG. 3D. Here, the user may operate one of the radio 
buttons 311 to publish the redacted graph previewed in the 
preview area 306 to the shared graph repository 160 as a new 
redacted graph or to replace an existing redacted graph in the 
shared graph repository 160. If the “overwrite existing 
graph' radio button 311 is selected, the dialog 301 may 
present user interface controls for selecting and/or searching 
for the redacted graph in the shared graph repository 160 to 
overwrite. If the “create new graph' radio button 311 is 
selected, the user may provide a name for the new graph in 
the text entry area 312 and a description of the new graph in 
the text entry area 313. When finished, the user may operate 
the “share graph button 314 to publish graph state infor 
mation representing the redacted graph previewed in the 
preview area 306 to the shared graph repository 160. 
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FIG. 4 includes an exemplary user interface that may be 

presented on a video display to a user at a user site 101 for 
retrieving a previously published redacted graph 161 in the 
shared graph repository 160 into the users investigation 162 
as a pre-redacted graph 164. The user interface may be 
driven by the graph application 130 and includes a user 
interface dialog 401. The dialog 401 allows the user to 
choose a published redacted graph 161 from a list 403 of 
published redacted graphs 161 available to the user stored in 
the shared graph repository 160. In the published redacted 
graphs list 403, the user can select a list item 404 to preview 
the corresponding redacted graph 161 in the graph preview 
area 405. When the user has selected a list item 404 
corresponding to the published redacted graph 161 of inter 
est to the user, the user can operate the “add to graph button 
406 to bring the published redacted graph 161 into the user's 
current investigation 162 as a pre-redacted graph 164. Alter 
natively, the user can operate the “open in new investiga 
tion” button 407 to create a new investigation 162 and bring 
the published redacted graph 161 into the new investigation 
161 as a pre-redacted graph 164. 
Sample Computer System 
FIG. 5 is a block diagram that illustrates a computer 

system 500 upon which embodiments of the present inven 
tion may be implemented. Computer system 500 includes a 
bus 502 or other communication mechanism for communi 
cating information, and one or more hardware processors 
504 coupled with bus 502 for processing information. A 
hardware processor 504 may be, for example, a general 
purpose microprocessor. 
Computer system 500 also includes a main memory 506, 

such as a random access memory (RAM) or other dynamic 
storage device, coupled to bus 502 for storing information 
and instructions to be executed by processor(s) 504. Main 
memory 506 also may be used for storing temporary vari 
ables or other intermediate information during execution of 
instructions to be executed by processor(s) 504. Such 
instructions, when stored in non-transitory media accessible 
to processor(s) 504, render computer system 500 into a 
special-purpose computing device that is customized to 
perform the operations specified in the instructions. For 
purposes of this description, main memory 506 includes any 
non-volatile memory used to implement virtual memory. 
Computer system 500 may further include a read only 

memory (ROM) 508 or other static storage device coupled 
to bus 502 for storing static information and instructions for 
processor(s) 504. One or more storage device(s) 510, such as 
magnetic disks, optical disks, or Solid-state drives, may be 
provided and coupled to bus 502 for storing information and 
instructions. 
Computer system 500 may be coupled via bus 502 to a 

display 512, such as a liquid crystal display (LCD), for 
displaying information to a computer user. One or more 
input device(s) 514, including alphanumeric and other keys, 
a touch panel, physical buttons, a mouse, a trackball, a 
cursor control device, or other input device may be coupled 
to bus 502 for communicating information and command 
selections to processor(s) 504. Where an input device 514 is 
a touch panel, the touch panel may be physically integrated 
with the display 512, for example as a resistive or capacitive 
sensing touch panel overlay on an LCD screen, for detecting 
the presence and location of touch within the display 512 
aca. 

Computer system 500 may implement the techniques 
described herein using customized hard-wired logic, one or 
more ASICs or FPGAs, firmware and/or program logic 
which in combination with the computer system causes or 
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programs computer system 500 to be a special-purpose 
machine. The techniques herein may be performed by com 
puter system 500 in response to processor(s) 504 executing 
one or more sequences of one or more instructions contained 
in main memory 506. Such instructions may be read into 
main memory 506 from another storage medium, Such as 
storage device(s) 510. Execution of the sequences of instruc 
tions contained in main memory 506 causes processor(s) 
504 to perform the process steps described herein. In alter 
native embodiments, hard-wired circuitry may be used in 
place of or in combination with Software instructions. 
The term “storage media” as used herein refers to any 

non-transitory media that store data and/or instructions that 
cause a machine to operate in a specific fashion. Such 
storage media may comprise non-volatile media and/or 
volatile media. Non-volatile media includes, for example, 
optical disks, magnetic disks, or solid-state drives, such as 
storage device(s) 510. Volatile media includes dynamic 
memory, such as main memory 506. Common forms of 
storage media include, for example, a floppy disk, a flexible 
disk, hard disk, Solid-state drive, magnetic tape, or any other 
magnetic data storage medium, a CD-ROM, any other 
optical data storage medium, any physical medium with 
patterns of holes, a RAM, a PROM, and EPROM, a FLASH 
EPROM, NVRAM, any other memory chip or cartridge. 

Storage media is distinct from but may be used in con 
junction with transmission media. Transmission media par 
ticipates in transferring information between storage media. 
For example, transmission media includes coaxial cables, 
copper wire and fiber optics, including the wires that com 
prise bus 502. Transmission media can also take the form of 
acoustic or light waves, such as those generated during 
radio-wave and infra-red data communications. 

Various forms of media may be involved in carrying one 
or more sequences of one or more instructions to 
processor(s) 504 for execution. For example, the instructions 
may initially be carried on a magnetic disk or Solid-state 
drive of a remote computer. The remote computer can load 
the instructions into its dynamic memory and send the 
instructions over wired (e.g., twisted pair, coaxial cable, 
optical fiber, etc.) or wireless (e.g., microwave, satellite, 
cellular, radio, etc.) networks. A network communications 
device local to computer system 500 can receive the data on 
the network and use an infra-red transmitter to convert the 
data to an infra-red signal. An infra-red detector can receive 
the data carried in the infra-red signal and appropriate 
circuitry can place the data on bus 502. Bus 502 carries the 
data to main memory 506, from which processor(s) 504 
retrieves and executes the instructions. The instructions 
received by main memory 506 may optionally be stored on 
storage device(s) 510 either before or after execution by 
processor(s) 504. 

Computer system 500 also includes one or more commu 
nication interface(s) 518 coupled to bus 502. Communica 
tion interface(s) 518 sends and receives electrical, electro 
magnetic or optical signals that carry digital data streams 
representing various types of information. Communication 
interface(s) 518 provides a two-way data communication 
coupling to a network link 520 that is connected to a wired 
or wireless local network 522. For example, communication 
interface(s) 518 may include a modem, an integrated Ser 
vices digital network (ISDN) card, an Ethernet card, a cable 
modem, a satellite modem, an IEEE 802.11 or other Wireless 
Local Area Network (WLAN) interface, a 3G, 4G, or other 
cellular network interface, or other network interface for 
communicating on wired or wireless local network 522. 
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Network link 520 typically provides data communication 

through one or more networks to other data devices. For 
example, network link 520 may provide a connection 
through local network 522 to a host computer 524 or to data 
equipment operated by an Internet Service Provider (ISP) 
526. ISP 526 in turn provides data communication services 
through the worldwide packet data communication network 
now commonly referred to as the “Internet 528. Local 
network 522 and Internet 528 both use electrical, electro 
magnetic or optical signals that carry digital data streams. 
The signals through the various networks and the signals on 
network link 520 and through communication interface 518. 
which carry the digital data to and from computer system 
500, are example forms of transmission media. 
Computer system 500 can send messages and receive 

data, including program instructions, through the 
network(s), network link 520 and communication 
interface(s) 518. In the Internet example, a server 530 might 
transmit a requested instructions for an application program 
through Internet 528, ISP 526, local network 522 and 
communication interface(s) 518. 
The received instructions may be executed by 

processor(s) 504 as it is received, and/or stored in storage 
device(s) 510, or other non-volatile storage for later execu 
tion. 

Extensions and Alternatives 
In the foregoing specification, embodiments of the inven 

tion have been described with reference to numerous spe 
cific details that may vary from implementation to imple 
mentation. Thus, the sole and exclusive indicator of what is 
the invention, and is intended by the applicants to be the 
invention, is the set of claims that issue from this applica 
tion, in the specific form in which Such claims issue, 
including any Subsequent correction. Any definitions 
expressly set forth herein for terms contained in Such claims 
shall govern the meaning of such terms as used in the claims. 
Hence, no limitation, element, property, feature, advantage 
or attribute that is not expressly recited in a claim should 
limit the scope of Such claim in any way. The specification 
and drawings are, accordingly, to be regarded in an illus 
trative rather than a restrictive sense. 
The invention claimed is: 
1. A computer-implemented method, comprising: 
storing first graph state information representing a pre 

redacted graph having nodes and edges; 
wherein the pre-redacted graph represents results of a first 

users investigation involving a plurality of data objects 
and links therebetween; 

wherein a particular edge of the pre-redacted graph cor 
responds to a particular link connecting a first data 
object of the plurality of data objects with a second data 
object of the plurality of data objects; 

wherein the plurality of data objects and the links ther 
ebetween are associated with access control lists gov 
erning access to the data objects and the links; 

causing, based on the first graph state information, a 
visualization of the pre-redacted graph to be displayed 
on a video display; 

receiving, based on user input from the first user, infor 
mation that identifies a set of target users; 

in response to receiving the information that identifies the 
set of target users, automatically determining a com 
mon access control level of the set of target users; 

after causing the visualization of the pre-redacted graph to 
be displayed, automatically generating, based at least in 
part on the common access control level and the access 
control lists, second graph state information represent 
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ing a redacted graph having one or more nodes or edges 
of the pre-redacted graph redacted; 

causing, based on the second graph state information, a 
visualization of the redacted graph to be displayed on 
the video display; 

wherein the visualization of the redacted graph indicates 
the one or more nodes or edges of the pre-redacted 
graph that were redacted; 

after causing the visualization of the redacted graph to be 
displayed on the video display and responsive to 
receiving an indication of acceptance by the first user of 
the redacted graph, publishing the second graph state 
information to a graph repository; 

wherein the method is performed by one or more com 
puting devices. 

2. The method of claim 1, wherein a particular node of the 
pre-redacted graph corresponds to a particular data object of 
the plurality of data objects, the particular data object having 
one or more data properties; and wherein generating the 
Second graph state information representing the redacted 
graph includes determining not to include the particular 
node in the redacted graph in response to determining, based 
on the common access control level and one or more access 
control lists associated with the one or more data properties, 
that the common access control level does not have permis 
Sion to View any data property of the one or more data 
properties of the particular data object. 

3. The method of claim 1, wherein a particular group node 
of the pre-redacted graph corresponds to a particular set of 
data objects of the plurality of data objects; and wherein 
generating the second graph state information representing 
the redacted graph includes determining not to include the 
particular group node in the redacted graph in response to 
determining, based on the common access control level and 
one or more access control lists associated with the particu 
lar set of data objects, that the common access control level 
does not have permission to view a data object of the 
particular set of data objects. 

4. The method of claim 1, wherein a second particular 
edge of the pre-redacted graph corresponds to a second 
particular link connecting a third data object of the plurality 
of data objects with a fourth data object of the plurality of 
data objects; and wherein generating the second graph state 
information representing the redacted graph includes deter 
mining not to include the second particular edge in the 
redacted graph in response to determining, based on the 
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common access control level and one or more access control 
lists associated with the second particular link, that the 
common access control level does not have permission to 
view the second particular link. 

5. The method of claim 1, wherein each access control list, 
of the access control lists associated with the data objects 
and the links, specifies one or more access control groups 
and associated permissions. 

6. The method of claim 1, wherein determining a common 
access control level includes determining the common 
access control level from a template file provided by a user. 

7. The method of claim 1, wherein determining the 
common access control level includes determining, for each 
target user of the set of target users, a set of one or more 
access control groups to which the target user belongs; and 
determining an intersection of the determined sets of one or 
more access control groups to which the set of target users 
belong. 

8. The method of claim 1, 
wherein determining the common access control level 

includes: 
determining, for each target user of the set of target 

users, a set of one or more access control groups to 
which the target user belongs; 

determining a first intersection of the determined sets 
access control groups to which the set of target users 
belong; and 

determining a second intersection of the first intersec 
tion and a set of one or more access control groups 
of an investigation authorization associated with the 
first user's investigation. 

9. The method of claim 1, wherein the common access 
control level consists of a set of one or more access control 
groups. 

10. The method of claim 1, wherein the common access 
control level consists of a set of one or more access control 
groups and a set of one or more access control classifica 
tions. 

11. The method of claim 1, wherein the pre-redacted 
graph has one or more presentation elements; and wherein 
each of the presentation elements of the one or more 
presentation elements is of a presentation element type 
Selected from the group consisting of a text note, digital 
audio content, digital video content, digital audio/video 
content, or a document. 


