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2 
ON - BOARD NETWORKED ANOMALY In one aspect , in combination with any example above , 

DETECTION ( ONAD ) MODULES the convergence values are calculated according to the 
following equation 

BACKGROUND 
5 

1-1 

10 

20 

Aspects described herein relate to anomaly detection for 
vehicles , and more specifically , to identifying anomalous 
activity over the course of a flight . 1 - 1 Anomalous behavior of dynamic systems is known to CV max ( F " , ... , F ? ” ) – min ( FH , ... , Fi ” ) occur well before a vehicle sub - system reaches an anoma 
lous state . Anomalous behavior can be present when the 
sub - system is still capable of performing intended functions , where F " represents the LTR point for a specified flight and 
however , informing vehicle operators of this anomalous that includes learned features for ONAD module m . 
behavior allows for action to be taken , if appropriate . In one aspect , in combination with any example above , a 
Complex machinery , such as commercial aircraft , occasion- 15 first one of the plurality of feature definitions comprises a 
ally experience equipment anomalies . Some commercial temporal representation of a measure of a differential mag 
aircraft and other complex machinery can transmit anomaly nitude over a window of time between values from one of 
data to one or more computer systems , such as computer the plurality of sensor devices , and wherein determining systems used by maintenance centers and computer systems whether the anomalous activity occurred during the flight operated by the aircraft manufacturer . using the anomaly detection model , further includes calcu 

lating the feature values , based on the collected sensor data SUMMARY and the plurality of feature definitions . 
In one aspect , in combination with any example above , One embodiment provides a method , non - transitory com comparing the feature values calculated from the collected puter - readable medium and system for detecting anomalous 25 sensor data with the pattern of normal feature values for each flights of an aircraft . The method , non - transitory computer of the plurality of feature definitions is further based on a readable medium and system include collecting sensor data respective time value during the flight at which the collected from a plurality of sensor devices onboard an aircraft during sensor data was collected by the respective one or more a flight . The method , non - transitory computer - readable sensor devices , and wherein the time is expressed as at least medium and system also include retrieving a plurality of 30 one of ( i ) a measure of time elapsed since a beginning of the feature definitions , where a first one of the plurality of flight , ( ii ) a measure of time during one of a plurality of feature definitions specifies one or more of the plurality of phases during the flight , ( iii ) a measure of time remaining in sensor devices and an algorithm for deriving data values the flight , ( iv ) a percentage amount of time elapsed since a from sensor data collected from the one or more sensor beginning of the flight and ( v ) a percentage amount of time devices . Additionally , the method , non - transitory computer- 35 remaining in the flight . 

readable medium and system include determining whether In one aspect , in combination with any example above , anomalous activity occurred during the flight using an comparing the feature values calculated from the collected anomaly detection model , where the anomaly detection sensor data with the pattern of normal feature values for each model represents , for the first feature definition , a pattern of of the plurality of feature definitions further includes calcu normal feature values , and where the determining further 40 lating the feature values based on one or more windows of comprises comparing feature values calculated from the sensor data collected by the respective one or more sensor collected sensor data with the pattern of normal feature devices during the flight . values for the first feature definition . The method , non In one aspect , in combination with any example above , transitory computer - readable medium and system further 
include generating a report specifying a measure of the 45 flight further includes calculating an anomaly score for the determining whether anomalous activity occurred during the 
anomalous activity for the flight . flight , wherein the anomaly score characterizes the anoma In one aspect , in combination with any example above , lous activity that occurred during the flight with respect to the anomaly detection model comprises a plurality of online both a duration of the anomalous activity and a magnitude networked anomaly detection ( ONAD ) modules , and further of the anomalous activity . including training the anomaly detection model , which 50 In one aspect , in combination with any example above , includes collecting sensor data from the plurality of sensor 
devices onboard the aircraft during a plurality of previous a , " represents a number of anomalies detected by module m 

during the flight i , wherein T , " represents a number of flights and , for each of the plurality of previous flights , and samples provided to module m during the flight i , wherein for each of the plurality of ONAD modules , updating a 
respective module memory array with a respective learned 55 
test reference ( LTR ) point for the previous flight . 

In one aspect , in combination with any example above , p ? TM each LTR point comprises one or more statistical measures , 
correlation coefficients or other values of a feature measured 
against itself or any other feature or a plurality of other 60 represents a percentage of the flight that module m consid 
features , and training the anomaly detection model further ered anomalous . 
includes determining a convergence bound value , calculat In one aspect , in combination with any example above , 
ing a convergence value for each LTR point across the Pe ” represents a threshold percentage of anomalous that , if 
plurality of previous flights , and , upon determining that a exceeded , indicates that the flight is considered anomalous . 
calculated convergence values for a first one of the plurality 65 In one aspect , in combination with any example above , a 
of previous flights exceeds the convergence bound value , weighting value w , " is used to scale an output of the 
determining that the training is complete . anomaly score based on a convergence value CV ; " , wherein 

II 
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ond plurality of sensor devices onboard at least one addi 
-CV tional aircraft during a plurality of previous flights , and 
1 - pin where J j si such that CV } " > CB " training the anomaly detection model , wherein the anomaly 

1 , detection model comprises a plurality of online networked 
5 anomaly detection ( ONAD ) modules , and comprising , for 

each of the plurality of previous flights , updating a respec In one aspect , in combination with any example above , tive module memory array with a respective learned test the calculated anomaly score for the flight comprises a reference ( LTR ) point for the previous flight . 
duration anomaly score D : " " , wherein the duration anomaly 
score is calculated as BRIEF DESCRIPTION OF ILLUSTRATIONS 

otherwise 

10 

D = ? 
pp 
po 

15 

FIG . 1 illustrates an aircraft configured with an in - service 
vehicle monitoring system , according to one embodiment 
described herein . 

FIG . 2 illustrate a workflow for training an ONAD data 
model , according to one embodiment described herein . 

FIG . 3 is a workflow depicting a technique for scoring a 
flight based on anomalous activity occurring during the 
flight , according to one embodiment described herein . 
FIG . 4 is a system for detecting anomalies within an 

aircraft , according to one embodiment described herein . 
FIG . 5 is a flow diagram illustrating a method of detecting 

anomalies within a flight of an aircraft , according to one 
embodiment described herein . 

FIG . 6 is a block diagram illustrating a computing system 
configured with an ONAD component , according to one 
embodiment described herein . 

In one aspect , in combination with any example above , 
determining that the flight is an anomalous flight , responsive 
to determining that the duration anomaly score is greater 
than or equal to 1 . 

In one aspect , in combination with any example above , 
determining whether anomalous activity occurred during the 
flight using an anomaly detection model further includes 
calculating a single flight magnitude anomaly score M. " , 
wherein the single flight magnitude anomaly score is cal 
culated as 

20 

25 

( F ; - ° Fm ) DETAILED DESCRIPTION M ? " = w " . ( , ) . GIGŠ " F ; FM ) 30 

Routine diagnostic testing and monitoring can be used to 
help prevent anomalous behavior , which can be indicative of 

where a , " represents the number of anomalies for flight i and part and system failure on an aircraft . However , detecting 
module m , F , represents an observed anomalous point , ° F.m anomalies , as a general matter , is not easy to solve . One 
represents a learned mean for the module m , om represents 35 challenge is the notion of what may constitute an anomaly 
a standard deviation for the module m , and o , represents an can be different from one application domain to another . 
outlier threshold value used to scale the single flight mag Another challenge when designing an anomaly detection 
nitude anomaly score . system that operates in real - time within an aircraft system is 

In one aspect , in combination with any example above , the complexity of the aircraft system . Because of complex 
determining whether anomalous activity occurred during the 40 interactions between components in an aircraft system , the 
flight using an anomaly detection model further includes analysis of raw signal data does not necessarily provide 
calculating an aggregate anomaly score for the flight as enough context to perform anomaly detection . Additionally , 
A , " = D " .M , " although aircraft are typically configured with a substantial 

In one aspect , in combination with any example above , number of sensors , a sensor may not be available for each 
the collected sensor data from the plurality of sensor devices 45 part or system and each metric that can be useful to 
onboard the aircraft comprises any combination of measure evaluated for each part and system , and adding additional 
ments including pressure , temperature , flight parameters , sensors can be prohibitively expensive , difficult ( e.g. , in 
aircraft parameters , and environmental measurements dur terms of getting additional sensors approved ) and slow ( e.g. , 
ing different phases of the flight , and wherein the detected the amount of time needed to get additional sensors 
anomaly comprises at least one of ( i ) a point anomaly where 50 approved ) . Moreover , certain metrics for an aircraft may not 
a first data instance of a plurality of data instances is be measurable by a sensor device . As such , performance 
anomalous relative to other data instances in the plurality of data can be derived from a combination of multiple signals , 
data instances , ( ii ) a contextual anomaly where a second one as sensors may not exist for every component of interest . In 
of the plurality of data instances is anomalous relative to a short , information needed to drive anomaly detection may 
specific context , and ( iii ) a collective anomaly where two or 55 not exist in the set of sensors and signals recorded on a given 
more data instances within the plurality of data instances are platform . 
anomalous relative to a remainder of the plurality of data An additional challenge for detecting anomalies on an 
instances . aircraft is that typically unsupervised or semi - supervised 

In one aspect , in combination with any example above , learning techniques are ideal for detecting such anomalies , 
two or more of the plurality of data instances are anomalous 60 but within an aircraft system environment , it can be difficult 
relative to a remainder of the plurality of data instances , if not impossible to obtain training data which covers the 
even though each of the two or more data instances is not entire set of anomalous behavior that could be encountered 
anomalous in and of itself . during a flight . A typical approach in a semi - supervised 

In one aspect , in combination with any example above , technique is to build a model for the class corresponding to 
the method , non - transitory compute - readable medium and 65 normal behavior and test against it . The challenge encoun 
system further include receiving , over a data communica tered with respect to a lack of training data related to 
tions network , additional sensor data collected from a sec anomalous behavior is in determining both the boundary 
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between nominal and anomalous behavior and the amount of The sensor event data 130 generally represents data 
acceptable error statistical therein . collected from the sensor devices on the respective in 

It can also be challenging to select and implement a service vehicle . Sensor devices 110 may include , without 
learning algorithm that provides information that leads to limitation , temperature sensors , pressure sensors , position 
actionable activities and that is not prone to error or mis- 5 ing sensors , altitude sensors , and so on . More generally , any 
classification . Generally , misclassifications ( e.g. , false posi sensor suitable for monitoring an attribute of an in - service 
tives in anomaly detection ) can result in needless mainte vehicle can be used , consistent with the functionality 
nance activity being scheduled or can result in expensive described herein . In one embodiment , the in - service vehicle 
investigation being performed by requisite subject matter monitoring system 120 provides a plurality of predefined 
experts to determine that the detected anomaly was a mis- 10 trigger conditions , each specifying conditional logic for one 
classification . As such , minimizing the number of misclas or more types of sensor data collected from the one or more 
sifications is advantageous . Additionally , many anomaly sensor devices . In such an embodiment , upon determining 

that one or more sensor data values from the one or more detection systems need to run in a real - time streaming sensor devices satisfy one of plurality of predefined trigger context on - board an aircraft , processing data at rates up to 15 conditions , the in - service vehicle monitoring system 120 and possibly beyond 20 Hz . These performance require records a service event within the service event data 140 . 
ments rule out some machine learning algorithms that while The ONAD component 160 contains a plurality of ONAD 
robust , are unable to execute within these constraints . modules 170 , each configured with an ONAD data model 

Accordingly , embodiments provide techniques for detect 180. Generally , the ONAD component 160 can perform an 
ing anomalous activity during a flight . One embodiment 20 operation for detecting anomalous activity during a flight . 
collects sensor data from a plurality of sensor devices For example , an ONAD module 170 can retrieve a plurality 
onboard an aircraft during a flight . Additionally , a plurality of feature definitions . Each feature definition can specify a 
of feature definitions can be retrieved . Each feature defini respective one or more of the plurality of sensor devices and 
tion can specify a respective one or more of the plurality of a respective algorithm for deriving data values from sensor 
sensor devices and a respective algorithm for deriving data 25 data collected from the one or more sensor devices . For 
values from sensor data collected from the one or more example , a particular feature could be calculated by taking 
sensor devices . Embodiments can determine whether the difference between two temporally adjacent values for a 
anomalous activity occurred during the flight using an particular sensor device . 
anomaly detection model . The anomaly detection model can Generally , each of the ONAD data model 180 represents 
represent , for each of the plurality of feature definitions , a 30 a learned pattern of normal feature values for a particular 
pattern of normal feature values for the feature definition . In one of the feature definitions . The ONAD module 170 can 
one embodiment , the anomalous activity is determined by compare the calculated feature values with the pattern of 
comparing feature values calculated from the collected normal feature values for the corresponding feature defini 
sensor data with the pattern of normal feature values for each tion to determine whether anomalous activity occurred dur 
of the plurality of feature definitions . A report specifying a 35 ing the flight using an anomaly detection model . In doing so , 
measure of the anomalous activity for the flight can then be the ONAD module 170 can consider the time during the 
generated . flight at which the sensor values were collected , in compar 

Software that is hosted on - board an aircraft ( or other ing the feature value with the pattern of normal feature 
critical embedded system ) is held to a higher level of rigor values . As an example , a particular feature value may not be 
than in other domains . The process for validating that a 40 considered anomalous during the take - off of a flight , but 
software component does not adversely impact the aircraft could be considered anomalous during the landing phase of 
system up to and including certification of new software the flight . 
components and re - certification of updated software com The ONAD module 170 can generate a report specifying 
ponents is a costly and lengthy activity . A useful data a measure of the anomalous activity for the flight . In one 
analytics environment may use multiple cycles of testing , 45 embodiment , the ONAD module 170 generates the report by 
training and redeployment in order to achieve the intended setting a particular flag to a predefined value , indicating an 
results . Within the lengthy process of software certification , occurrence of anomalous activity during the flight . In a 
this process cannot be implemented in a productive manner . particular embodiment , the report comprises an alert 
Embodiments described herein provide techniques for sepa describing the anomalous activity for the flight . Such an alert 
rating the ONAD software executable from the data ( learned 50 could be , for example , displayed on an interface for an 
models , feature definitions and statistical measures ) such in - vehicle health management system about the aircraft . In 
that the data elements can be updated apart from the soft one embodiment , the ONAD module 170 generates a textual 
ware executable . report that specifies the measure of anomalous activity and 

FIG . 1 illustrates an aircraft configured with an in - service specifies one or more feature definitions for which the 
vehicle monitoring system , according to one embodiment 55 anomalous activity was detected . Such a report could then be 
described herein . The aircraft 100 includes sensor devices transmitted ( e.g. , over a data communications network ) to 
110 , an in - service vehicle monitoring system 120 , feature one or more remote computing systems for further analysis . 
definitions 150 and an Online Networked Anomaly Detec For instance , the report could be sent to an aircraft mainte 
tion ( ONAD ) component 160. The in - service vehicle moni nance system , for use in predicting anomalies that will occur 
toring system 120 includes sensor event data 130 and service 60 with various parts and subsystems onboard the aircraft . As 
event data 140. Generally , the service event data 140 rep an example , the aircraft maintenance system and aircraft 
resents diagnostic data ( e.g. , diagnostics codes and corre maintenance personnel could monitor anomalous behavior 
sponding timestamps at which events classified with the across a plurality of flights of the aircraft and can determine 
diagnostic codes were detected ) collected for the corre when the pattern of anomalous behavior indicates that 
sponding in - service vehicle . In one embodiment , events 65 particular aircraft maintenance should be performed . As 
within the service event data 140 are automatically recorded another example , the report could be transmitted to a vehicle 
by control logic within vehicles of the given class of vehicle . design system , for use in identifying anomalies with the 
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design of the aircraft . For instance , the vehicle design detecting persistent anomalous behavior , quantifying such 
system could collect reports from a plurality of aircrafts of behavior through the use of interpretable anomaly scores . 
a given aircraft type and the vehicle design system and The creation of the ONAD modules 170 can include an 
vehicle design personnel can determine patterns of anoma online training phase that can be iterated to generate the 
lous behavior occurring across the plurality of aircrafts . The 5 ONAD data models 180. This training phase allows an 
patterns of anomalous behavior could then be mapped to one algorithmic module to be learned online ( i.e. , upon inte 
or more attributes of the design of the aircraft , and the grated operation ) . FIG . 2 illustrate a workflow for training 
vehicle design personnel could consider the anomalous an ONAD data model 180 , according to one embodiment 
behavior and the one or more design attributes when updat described herein . As shown , the workflow 200 begins at 
ing the aircraft design and when creating subsequent aircraft 10 operation 210 , where a flight of an aircraft begins . Raw 
designs . signal data is collected from a plurality of sensor devices 

Generally , anomalies can be classified into three types : within the aircraft at operation 220. Generally , any number 
point anomalies , contextual anomalies and collective and type of sensor devices within the aircraft can be used , 
anomalies . Point anomalies refer to individual data instances consistent with the functionality described herein . 
that can be considered as anomalous with respect to the rest 15 In the depicted embodiment , a filtering operation 230 is 
of the data . As an example , a temperature reading above a performed , in which a set of predefined rules are used to 
certain threshold temperature from a specific sensor can be selectively filter certain values from the raw signal data 
considered anomalous , regardless of the time during the collected from the sensor devices . For example , one such 
flight at which the sensor reading occurred . Contextual rule could specify that sensor values collected from a 
anomalies refer to data instances that are anomalous within 20 particular sensor that are greater than 1.0 should be filtered 
a specific context , but not under a different context . For ( i.e. , removed ) from the set of sensor data used to train the 
example , another temperature sensor reading could be con ONAD model 180. More generally , however , any sort of 
sidered anomalous if it exceeds a threshold temperature filtering rule and requirement can be used , consistent with 
when the plane is idling , but not anomalous during the the functionality described herein . In a particular embodi 
take - off phase of the flight . A collective anomaly refers to a 25 ment , no filtering operation is performed and at least one of 
collection of related data instances being anomalous with the ONAD models 180 is trained using raw signal data . 
respect to the entire set of data instances . In a collective Once the filtering operation 230 is performed , feature 
anomaly , the individual data instances may not themselves values are calculated using one or more feature definitions 
be considered anomalous ( e.g. , the individual data instances ( operation 240 ) . The statistical measure for the feature 
may not be considered point anomalies ) . 30 within the ONAD model 180 is updated ( operation 250 ) . For 

Additionally , the ONAD component 160 can determine example , one feature value could be calculated as the 
an overall measure of anomalous activity for the flight . From difference between two temporally adjacent sensor readings 
a general perspective , a single instance of an anomaly may for a sensor device . For stance , if a temperature sensor 
not be particularly actionable from an aircraft system per reads the value of 130.9 degrees Fahrenheit and , at the next 
spective . As such , the ONAD component 160 can be con- 35 data collection interval , reads a value of 133.4 degrees 
figured to detect persistent anomalous behavior across the Fahrenheit , the feature value could be calculated as 2.5 
ONAD modules 170 , over a specified period of time and degrees Fahrenheit ( i.e. , the difference between the two 
within a certain context provides a better indicator that some temperature values ) . As another example , a feature could be 
( potentially costly ) action should be taken . defined as the difference between the maximum sensor 

The feature definitions 150 represent a learned relation- 40 reading and the minimum sensor reading within a defined 
ship between parametric signals . In one embodiment , the interval of time . As yet another example , a feature could be 
feature definitions 150 are informed by system design intent defined as the maximum sensor reading within a defined 
and ideally provide a high likelihood of identifying system interval of time , while yet another feature could be defined 
anomalies . Generally , such feature definitions are generated as the average sensor value over a defined interval of time . 
based on expected system behavior during nominal condi- 45 More generally , any algorithm for deriving a feature value 
tions ( e.g. , a pressure / temperature relationship during a can be specified in a feature definition , consistent with the 
certain phase of flight ) that may change in the event of functionality described herein . 
anomalous system operation . In one embodiment , an opti In one embodiment , the training phase for the ONAD 
mal sized list of features is determined , that is capable of models 180 takes place in an initial operational environment 
describing system operation but that is also not overly 50 such as flight test . In such an embodiment , during flight 
complex . For example , feature definitions can be determined operations , the mission or vehicle computing mechanisms 
that facilitates the identification of anomalous behavior in have access to all data streams . As programmed , the data 
advance of anomaly states and the identification of thresh streams that are used for creation of module m's features Fm 
olds between nominal and anomalous behavior . are processed appropriately resulting in a quantifiable value . 

In one embodiment , the ONAD component 160 is con- 55 This quantifiable measure , known as a learned test reference 
figured with a set of ONAD modules 170 that are instituted ( LTR ) point can be any statistical measure , correlation 
at many different levels within the aircraft . For example , in coefficient , or other value of the feature measured against 
an operational context , the ONAD modules 170 can be itself or any other feature or a plurality of other features . 
applied to sub - systems , sub - system relational profiles , and These features can also include temporal representations of 
entire vehicle profiles . As such , the ONAD component 160 60 any number of relationships such as measurement of a 
can provide a physics informed , feature - based anomaly differential magnitude over a time window between two 
detection system that uses statistical measures to provide signals . Once flight i ends , the ONAD module m updates the 
real - time anomaly detection aboard an aircraft during flight ONAD model ( e.g. , a module memory array ) with the LTR 
operations . Additionally , the ONAD component 160 can point for that flight , resulting in an array of LTRs given 
provide an unsupervised or semi - supervised learning algo- 65 multiple modules . This process can be repeated over a series 
rithm to detect point anomalies , imbuing context through the of n flights , where n is a configurable parameter that is set 
use of features and filters and provides actionable data to a value large enough to capture a range of signal values 
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representative of normal operating conditions , a number that the ONAD module 170 determines that the convergence 
can be determined by the system engineer . value CV " is less than or equal to the convergence bound 
Generally , when training the ONAD models 180 to learn CB " , the ONAD module 170 can determine that the training 

the normal feature values for a normal flight of an aircraft , phase is complete . As an example , assume that the ONAD 
the ONAD modules 170 can consider timing information 5 module 170 is configured to measure the mean value of a 
during the flight at which the various feature values occur . feature . At the end of each flight during the training phase , 
As discussed above , for example , a particular feature value the ONAD module 170 can calculate how much the mean 
may be anomalous if occurring when the plane is idling value of this LTR changed when compared with the set of 
before take - off ( e.g. , a first phase of the flight ) , but may not previous flights . Over time , the change in mean values will 
be anomalous during the take - off itself ( e.g. , a second phase typically tend to decrease enough to drop below a certain 
of the flight ) . Generally , such timing information can be percentage of the range . This may be referred to herein as the 
expressed in any number of different ways . For example , the LTR Termination Point , and the corresponding LTR at this flight could be divided into a set of predefined phases , and point may be referred to as the LTR Threshold Point . feature values can be construed in light of the phase during Once an ONAD module 170 is sufficiently trained it can which the feature values are determined . As another be deployed for networked anomaly detection . An example example , the normal pattern of feature values for a given of such a trained ONAD module is shown in FIG . 3 , which ONAD model 180 can be modelled relative to a time value is a workflow depicting a technique for scoring a flight based during the flight at which the sensor data was collected by 
the sensor devices within the aircraft . Such a time value can on anomalous activity occurring during the flight , according 
be expressed as , for example and without limitation , ( i ) a 20 to one embodiment described herein . In a deployed envi 
measure of time elapsed since a beginning of the flight , ( ii ) ronment , just as in a training environment , the ONAD 
a measure of time during one of a plurality of phases during module 170 can be provided the same raw data streams 
the flight , ( iii ) a measure of time remaining in the flight , ( iv ) available to the mission or vehicle computing environment 
a percentage amount of time elapsed since a beginning of the for signal processing . The workflow 300 starts at operation 
flight and / or ( v ) a percentage amount of time remaining in 25 310 , where the flight begins . Raw signal data is collected 
the flight . from a plurality of sensor devices within the aircraft at 

During this training phase , an engineer responsible for operation 320. The ONAD module 170 then performs a 
implementation can ensure that no known anomaly cases signal processing operation at operation 330 , which can 
occur . If anomaly cases occur , the corresponding LTR points include , e.g. , filtering of raw sensor data using predefined 
should be removed from the training data set . That is , it is filtering rules and calculating feature values from the unfil 
generally preferable that the ONAD modules build the tered sensor data using feature definitions . 
ONAD data models 180 using normal operating data , rather At operation 340 , the ONAD module 170 tests the feature 
than anomalous operating data . The LTR points , regardless values against the ONAD data models 180 to detect when 
of their measurement unit , can be used to bound this training the calculated feature values are sufficiently anomalous to period of n flights . In doing so , the engineer , with the prior merit an alarm . For example , if the ONAD module 170 knowledge that the vehicle has been operated in many determines that a feature value exceeds a maximum feature envelopes , can declare that a nominal baseline has been value specified within the corresponding ONAD model 180 , established , after which the ONAD module is ready for the ONAD module 170 could generate an alarm specifying deployment . 

To implement a dynamic training period based upon the 40 the anomalous feature value . More generally , any type of 
LTR points , the ONAD modules 170 can perform the rule for generating alarms from calculated feature values can 
calculation shown in Equation 1 after each flight i during the be used , consistent with the functionality described herein . 
training period with the array of LTR points . Once the flight ends ( block 350 ) , the ONAD module 170 

can calculate an anomaly score for the flight ( block 360 ) . 
45 That is , the generation of a single alarm ( or a relatively small 

Equation 1- Convergence Values number of alarms ) during a flight may not necessarily 
indicate that a system within the aircraft exhibited anoma 
lous behavior during the flight . For instance , a particular 
feature value could result from an erroneous sensor reading , 
but a single such feature value may not be indicative of CV max ( F1 , .. F " ) - min ( Fr , ... , F ! " ) anomalous behavior during the flight . 

As such , in one embodiment , the ONAD module 170 is 
Here , F , ' represents the LTR point for a specified flight i configured to calculate the anomaly score for the flight that 

and that includes learned features for ONAD module m . 55 characterizes the anomalous behavior during the flight with 
That is , the convergence value for each LTR point can be respect to both the duration and the magnitude of the 
calculated as the absolute difference between the feature's anomalous activity . For example , let a , " represents a number 
value averaged over all flights and the feature's value of anomalies detected by module m during the flight i . In 
averaged over all but the latest flight , normalized by the cases where the algorithm for an ONAD module 170 tracks 
range of all of the feature's values . By normalizing by each 60 multiple features , each with multiple LTR outlier boundar 
feature’s range , the ONAD modules 170 can compare of ies , the ONAD module can perform an OR operation over 
convergence across different modules or features , regardless each raised alarm per signal sample . In other words , in such 
of the units . Generally , the goal is for the convergence value an embodiment , the alarm count for a single ONAD module 
CV ; " to decrease as the estimate of feature FM stabilizes 170 will not exceed a value of 1.0 , at each discrete point 
when i increases . 65 within the time series feature data . 

For example , let the convergence bound CBM for module Additionally , let T , " represent a number of samples pro 
m be a value determined prior to the training phase . When vided to module m during the flight i . Therefore , the value 

35 

F 

= 1 
50 

i - 1 
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In one embodiment , the ONAD modules 170 are config 
ured to combine the duration and anomaly magnitude scores pa 

T into a single , aggregate anomaly score for the flight , as 
shown in Equation 5 . 

represents a percentage of the flight that module m is A? = D , " Mm 
considered anomalous . According to one embodiment , the value pe " represents a threshold percentage of anomalous 
that , if exceeded , indicates that the flight is considered Equation 5 — Single Flight Aggregate Anomaly 

Score anomalous . In one embodiment , the value pe " is 1 % ( 0.01 ) . 
In another embodiment , the value pe " is based on normal 
expectations derived from the standard distribution bound Thus , after completion of the flight the resultant LTRs are 
aries . compared to the learned nominal LTR threshold during the 

A weighting value w ; " may used to scale an output of training phase to determine if any operational systems 
the anomaly score based on a convergence value CV ; " , as during that flight may have exhibited anomalous behavior . 
the ONAD module 170 transitions from training to testing . 15 To determine an outlier in comparison to the LTR threshold , 
In one embodiment , the weighting value w ; " is defined during configuration of the module , the ONAD modules 170 
according to Equation 2 . may set statistical parameters ( e.g. , x standard deviations 

from a mean ) as outlier thresholds with reference to the LTR 
threshold . ONAD modules 170 may then output LTR points 

Equation 2 - Weighting Value 20 beyond these thresholds are known as anomalous data 
points . Advantageously , by considering both the durational 

where 3 jsi such that CV ) " > CB ” and magnitude anomaly scores , the ONAD modules 170 can 1 - po detect both persistent anomalous behavior and brief , but 
1 , impactful anomalies as well . 

FIG . 4 is a system for detecting anomalies within an 
As discussed above , the ONAD modules 170 can consider aircraft , according to one embodiment described herein . As 

the duration of the anomalous activity in gauging the shown , the system 400 includes a vehicle computing system 
anomaly score for the flight . In one embodiment , a duration 410 which , using a plurality of sensor devices , collects 
anomaly score D , " is calculated as defined in Equation 3 . signal data during the flight of the aircraft . In the depicted 

30 embodiment , the vehicle computing system 410 collects 
both parametric data 415 and subsystem data 420 during the 

PL Equation 3- Duration Anomaly Score flight . These signal values are then processed by an anomaly 
D } " = " . pon detection service 435 , which includes vehicle ONAD mod 

ules 425 and subsystem ONAD modules 430. Likewise , the 
35 output of the vehicle ONAD modules 425 and subsystem 

Generally , the ONAD modules 170 can categorize flights ONAD modules 430 are processed by inter - subsystem 
as anomalous when a score AD , " is greater than or equal a ONAD modules , which can consider both relational profiles threshold level ( e.g. , a value of 1.0 ) . In one embodiment , the 440 and vehicle profiles 445. Generally , the relationship resultant durational anomaly score is readily interpretable as 
it represents the percentage of the flight that the anomalous profiles 440 can specify the relationships between various 
behavior occurred ( e.g. , an anomaly score of 25.3 with a pe 40 sensor devices and subsystems within the aircraft . The 
value of 0.01 means the anomalous behavior occurred vehicle profiles 445 may specify the sensors and subsystems 
during approximately 25 % of the flight ) . within a particular type of vehicle , and may further specify 

In addition to the duration of the anomalous activity , the correlations between sensors and subsystems across differ 
amount which the feature values for the current flight ent classes of vehicles . 
deviated from the nominal observed samples for previous The output of the ONAD modules 425 and 430 , as well 
flights . The ONAD module 170 can calculate a magnitude as the inter - subsystem ONAD modules , can be used in a 
anomaly score M , " for flight i , module m , by computing the variety of ways . In the depicted embodiment , the output of 
average standard deviation from the mean over the set of the ONAD modules is used as inputs to onboard hardware 
anomalous data points . For example , let a , " represent the monitoring applications , e.g. , the in - vehicle health manage 
number of anomalies for flight i and module m , let F ; 50 ment ( IVHM ) service 450. For example , the IVHM service 
represent an observed anomalous point , let Fm represent a 450 could perform a state detection ( SD ) operation , where 
learned mean for the module m , let Om represent a standard the IVHM service 450 determines that a particular flight was 
deviation for the module m , and let o , represent an outlier considered anomalous as a result of the output of the 
threshold value used to scale the single flight magnitude anomaly detection service 435. The IVHM service 450 
anomaly score . As an example , a value of 3.0 for o , could 55 could perform a health assessment ( HA ) operation to assess 
represent a sigma value of +3.0 , and the magnitude score the overall health of the vehicle . In doing so , the IVHM 
could be scaled according to this value , as shown in Equa service 450 could analyze collected parametric data 415 and 
tion 4 . subsystem data 420 and could perform various diagnostics 

adapted to assess the health of the vehicle . The IVHM 
60 service 450 could then perform a prognostics assessment 

Equation 4 - Single Flight Magnitude Anomaly Score ( PA ) operation , where the IVHM service 450 predicts when 
anomalous behavior may occur with vehicular equipment 

( F ; - Fm ( e.g. , a specific part , a particular subsystem , etc. ) . 
The IVHM service 450 can then perform an advisory 

65 generation ( AG ) operation , where the IVHM service 450 
generates an alert specifying the predicted anomaly and 
timing information . For example , the IVHM service 450 

45 

M ? " = " ? " ( 4:03 om 
j = 1 
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could transmit the alert to a member of the flight crew , represent calculated feature values at times 1 and 2 , calcu 
notifying the member of the detected anomaly during the lated an anomaly score of 0.256 for the flight in question . 
flight and providing a summary of the HA operation and the The anomaly score could then be compared with a threshold 
PA operation . As another example , the IVHM service 450 anomaly score ( e.g. , a value 1.0 ) to determine whether the 
could transmit an alert to a maintenance technician , notify- 5 ONAD module considered the flight to be invalid . Thus , the ONAD module having the ID 21AAA in the present ing the technician of the detected anomaly during the flight example determined that the flight in question did not and providing a summary of the HA operation and the PA exhibit anomalous behavior for the tracked feature . On the 
operation , and the maintenance technician could then per other hand , the ONAD module for the ONAD ID 24AAA 
form one or more corresponding maintenance operations on produced an anomaly score of 52.34 , indicating a severe 
the aircraft as a result of the alert . For example , the main anomaly has likely occurred for the corresponding feature . 
tenance technician could determine , based on the alert , that Upon determining the flight is considered anomalous , the 
a particular part or subsystem within the aircraft is likely to ONAD module with ID 24AAA could generate an alert . In 
exhibit anomalous behavior in the future , and could perform doing so , the ONAD module could also identify the 
a maintenance operation on the aircraft to service or replace feature ( s ) used in the calculation of that score which would 
the part or subsystem . 15 provide traceability for engineers to identify an area of a 

Additionally , the anomaly scores and other data produced system which may have an impending anomaly condition 
by the ONAD modules can be provided to design engineers and take appropriate action , which includes but is not limited 
for the aircraft , which can enable the design engineers to to pre - positioning of assets and operational schedule 

changes . make more informed engineering changes and forecasts , as During flight test and design maturation phases , the shown in operation 470. For example , design engineers training phase of ONAD module development provides the could correlate the reported anomaly scores and other data threshold by which built - in test ( BIT ) design thresholds can with part anomalies and subsequent maintenance operations be built . Embodiments described herein enable the realistic performed on the vehicle , to determine , e.g. , particular and possibly dynamic test thresholds to be evaluated , tested , vehicle parts and / or subsystems that can cause operational 25 and instituted at the appropriate point in the design phase , anomalies , design attributes that can lead to operational leading to significantly improved vehicle reliability and anomalies , and so on . The design engineers could then maintainability performance and reduced design time . Simi incorporate their findings from correlating the reported larly this and other information can be made available via a anomaly scores into the next iteration of the aircraft design , fleet networking mechanism . In the event an anomaly is so as to prevent the anomalous behavior from occurring or 30 detected on an aircraft the corresponding information and reduce the likelihood of the anomalous behavior occurring metadata is made available to the networked fleet of smart in the newly designed aircraft . aircraft . These aircraft are equipped with the ability to Moreover , the output of the ONAD modules can be used interpret and incorporate this information into their ONAD for further training the ONAD data models 180 for the standard architecture within the open computing architec specific aircraft or for other aircrafts , as shown in operation 35 ture environment . Information such as aircraft parameters 460. For example , the ONAD modules could transmit the and geographical location at the time of the anomaly can results of the ONAD modules 170 and other data describing inform the rest of the fleet regarding the status of the the flight to ONAD modules for other flights . The ONAD anomalous asset , leading to a more self - aware fleet from the modules for the other aircraft ( or for a centralized computing aspect of health management ( HM ) and sustainment . system ) could then determine that while particular behavior FIG . 5 is a flow diagram illustrating a method of detecting appeared anomalous for flights more generally , for flights anomalies within a flight of an aircraft , according to one having specific characteristics ( e.g. , travelling a specific embodiment described herein . As shown , the method 500 flight path , travelling during specific weather conditions or begins at block 510 , where a plurality of sensor devices more generally having attributes in common ) , the behavior within an aircraft collect sensor data during a flight . An may not be anomalous . Thus , the ONAD modules across 45 ONAD component 160 retrieves a plurality of feature defi various flights may communicate with one another ( e.g. , nitions , each specifying a respective one or more of the directly or indirectly , by operation of a data communications plurality of sensor devices and a respective algorithm for network ) to share output results as well as flight information deriving data values collected from the specified sensor and metadata , for use in further refining the ONAD data devices ( block 515 ) . models 180 . The ONAD component 160 then compares feature values Table 1 depicts the output of several ONAD modules 170 calculated from the collected sensor data with the pattern of during a particular flight . normal feature values for each of the plurality of feature 
definitions ( block 520 ) . The ONAD component 160 deter TABLE 1 mines whether anomalous activity occurred during the flight 

ONAD Module Output 55 using an anomaly detection model , where the anomaly 
detection model represents , for each of the plurality of 
feature definitions , a pattern of normal feature values for the 
feature definition ( block 525 ) . Thus , for example , the ONAD 

26 psi P1 - P2 component 160 may be configured with a plurality of 
5 deg./s T / t T2 , t 60 ONAD modules 170 , each configured to train and use a 

28 VDC V2 * 10 V2 respective ONAD data model 180 that corresponds to a 0.0151 max ( f ) respective feature definition . The ONAD component 160 
generates a report specifying a measure of anomalous activ 

As shown , the resultant output of all instituted ONAD ity for the flight ( block 530 ) , and the method 500 ends . 
modules includes the anomaly scores for each module and 65 FIG . 6 is a block diagram illustrating a computing system 
the corresponding metadata . For example , the ONAD mod configured with an ONAD component , according to one 
ule 170 for the feature defined as “ P1 - P2 , " where P , and P2 embodiment described herein . As shown the computing 
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environment 600 includes , without limitation , a computing firmware , resident software , micro - code , etc. ) or an embodi 
system 602 that includes a central processing unit ( CPU ) ment combining software and hardware aspects that may all 
605 , an input / output ( I / O ) device interface 610 , a network generally be referred to herein as a " circuit , ” “ module ” or 
interface 615 , a memory 620 , and storage 630 , each con “ system . ” Furthermore , aspects of the present invention may 
nected to a bus . The I / O device interface 610 connects I / O 5 take the form of a computer program product embodied in 
devices 612 ( e.g. , keyboard , mouse , and display devices ) to one or more computer readable medium ( s ) having computer 
the computing system 602 . readable program code embodied thereon . 
Generally , the CPU 605 retrieves and executes program Any combination of one or more computer readable 

ming instructions stored in the memory 820 as well as stores medium ( s ) may be utilized . The computer readable medium 
and retrieves application data residing in the memory 820. 10 may be a computer readable signal medium or a computer 
The bus is used to transmit programming instructions and readable storage medium . A computer readable storage 
application data between CPU 805 , I / O devices interface medium may be , for example , but not limited to , an elec 
610 , storage 630 , network interface 615 , and memory 620 . tronic , magnetic , optical , electromagnetic , infrared , or semi 
Note , CPU 605 is included to be representative of a single conductor system , apparatus , or device , or any suitable 
CPU , multiple CPUs , a single CPU having multiple pro- 15 combination of the foregoing . More specific examples ( a 
cessing cores , and the like . Memory 620 is generally non - exhaustive list ) of the computer readable storage 
included to be representative of a random access memory . medium would include the following : an electrical connec 
Storage 630 may be a disk drive storage device . Although tion having one or more wires , a portable computer diskette , 
shown as a single unit , storage 630 may be a combination of a hard disk , a random access memory ( RAM ) , a read - only 
fixed and / or removable storage devices , such as fixed disc 20 memory ( ROM ) , an erasable programmable read - only 
drives , removable memory cards , or optical storage , network memory ( EPROM or Flash memory ) , an optical fiber , a 
attached storage ( NAS ) , or a storage area - network ( SAN ) . portable compact disc read - only memory ( CD - ROM ) , an 

Illustratively , the memory 620 includes an ONAD com optical storage device , a magnetic storage device , or any 
ponent 160 and an operating system 625. The ONAD suitable combination of the foregoing . In the context of this 
component 160 contains ONAD modules 170. The storage 25 document , a computer readable storage medium may be any 
630 includes service event data 130 , sensor event data 140 tangible medium that can contain , or store a program for use 
and ONAD data models 180. The ONAD component 160 by or in connection with an instruction execution system , 
can retrieve the sensor event data that is collected from a apparatus , or device . 
plurality of sensor devices onboard an aircraft during a A computer readable signal medium may include a propa 
flight . Additionally , the ONAD component 160 can retrieve 30 gated data signal with computer readable program code 
a plurality of feature definitions , each specifying a respective embodied therein , for example , in baseband or as part of a 
one or more of the plurality of sensor devices and a carrier wave . Such a propagated signal may take any of a 
respective algorithm for deriving data values from sensor variety of forms , including , but not limited to , electro 
data collected from the one or more sensor devices . The magnetic , optical , or any suitable combination thereof . A 
ONAD component 160 can determine whether anomalous 35 computer readable signal medium may be any computer 
activity occurred during the flight using an ONAD data readable medium that is not a computer readable storage 
model 180. Generally , the ONAD data model 180 can medium and that can communicate , propagate , or transport 
represent , for a first one of the plurality of feature defini a program for use by or in connection with an instruction 
tions , a pattern of normal feature values for the feature execution system , apparatus , or device . 
definition . The ONAD component 160 can determine 40 Program code embodied on a computer readable medium 
whether the anomalous activity occurred , for example , by may be transmitted using any appropriate medium , includ 
comparing feature values calculated from the collected ing but not limited to wireless , wireline , optical fiber cable , 
sensor event data 140 with the pattern of normal feature RF , etc. , or any suitable combination of the foregoing . 
values for each of the plurality of feature definitions . The Computer program code for carrying out operations for 
ONAD component 160 can generate a report specifying a 45 aspects of the present invention may be written in any 
measure of the anomalous activity for the flight . Doing so combination of one or more programming languages , 
enables engineers to identify which flights demonstrated including an object oriented programming language such as 
significant levels of anomalous activity , which can enabling Java , Smalltalk , C ++ or the like and conventional procedural 
them to prioritize the maintenance and inspection of the programming languages , such as the “ C ” programming 
vehicles involved in these flights . 50 language or similar programming languages . The program 

The descriptions of the various embodiments of the code may execute entirely on the user's computer , partly on 
present invention have been presented for purposes of the user's computer , as a stand - alone software package , 
illustration , but are not intended to be exhaustive or limited partly on the user's computer and partly on a remote 
to the embodiments disclosed . Many modifications and computer or entirely on the remote computer or server . In the 
variations will be apparent to those of ordinary skill in the 55 latter scenario , the remote computer may be connected to the 
art without departing from the scope and spirit of the user's computer through any type of network , including a 
described embodiments . The terminology used herein was local area network ( LAN ) or a wide area network ( WAN ) , or 
chosen to best explain the principles of the embodiments , the the connection may be made to an external computer ( for 
practical application or technical improvement over tech example , through the Internet using an Internet Service 
nologies found in the marketplace , or to enable others of 60 Provider ) . 
ordinary skill in the art to understand the embodiments Aspects of the present invention are described herein with 
disclosed herein . reference to flowchart illustrations and / or block diagrams of 

As will be appreciated by one skilled in the art , aspects of methods , apparatus ( systems ) and computer program prod 
the present invention may be embodied as a system , method ucts according to embodiments of the invention . It will be 
or computer program product . Accordingly , aspects of the 65 understood that each block of the flowchart illustrations 
present invention may take the form of an entirely hardware and / or block diagrams , and combinations of blocks in the 
embodiment , an entirely software embodiment ( including flowchart illustrations and / or block diagrams , can be imple 
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mented by computer program instructions . These computer receives computer readable program instructions from the 
program instructions may be provided to a processor of a network and forwards the computer readable program 
general purpose computer , special purpose computer , or instructions for storage in a computer readable storage 
other programmable data processing apparatus to produce a medium within the respective computing / processing device . 
machine , such that the instructions , which execute via the 5 Computer readable program instructions for carrying out 
processor of the computer or other programmable data operations of the present invention may be assembler processing apparatus , create means for implementing the instructions , instruction - set - architecture ( ISA ) instructions , functions / acts specified in the flowchart and / or block dia machine instructions , machine dependent instructions , gram block or blocks . microcode , firmware instructions , state - setting data , or These computer program instructions may also be stored 10 either source code or object code written in any combination in a computer readable medium that can direct a computer , 
other programmable data processing apparatus , or other of one or more programming languages , including an object 
devices to function in a particular manner , such that the oriented programming language such as Java , Smalltalk , 
instructions stored in the computer readable medium pro C ++ or the like , and conventional procedural programming 
duce an article of manufacture including instructions which 15 languages , such as the “ C ” programming language or similar 
implement the function / act specified in the flowchart and / or programming languages . The computer readable program 
block diagram block or blocks . instructions may execute entirely on the user's computer , 

The computer program instructions may also be loaded partly on the user's computer , as a stand - alone software 
onto a computer , other programmable data processing appa package , partly on the user's computer and partly on a 
ratus , or other devices to cause a series of operational steps 20 remote computer or entirely on the remote computer or 
to be performed on the computer , other programmable server . In the latter scenario , the remote computer may be 
apparatus or other devices to produce a computer imple connected to the user's computer through any type of 
mented process such that the instructions which execute on network , including a local area network ( LAN ) or a wide 
the computer or other programmable apparatus provide area network ( WAN ) , or the connection may be made to an 
processes for implementing the functions / acts specified in 25 external computer ( for example , through the Internet using 
the flowchart and / or block diagram block or blocks . an Internet Service Provider ) . In some embodiments , elec 

The present invention may be a system , a method , and / or tronic circuitry including , for example , programmable logic 
a computer program product . The computer program prod circuitry , field - programmable gate arrays ( FPGA ) , or pro 
uct may include a computer readable storage medium ( or grammable logic arrays ( PLA ) may execute the computer 
media ) having computer readable program instructions 30 readable program instructions by utilizing state information 
thereon for causing a processor to carry out aspects of the of the computer readable program instructions to personalize 
present invention . the electronic circuitry , in order to perform aspects of the 

The computer readable storage medium can be a tangible present invention . 
device that can retain and store instructions for use by an Aspects of the present invention are described herein with 
instruction execution device . The computer readable storage 35 reference to flowchart illustrations and / or block diagrams of 
medium may be , for example , but is not limited to , an methods , apparatus ( systems ) , and computer program prod 
electronic storage device , a magnetic storage device , an ucts according to embodiments of the invention . It will be 
optical storage device , an electromagnetic storage device , a understood that each block of the flowchart illustrations 
semiconductor storage device , or any suitable combination and / or block diagrams , and combinations of blocks in the 
of the foregoing . A non - exhaustive list of more specific 40 flowchart illustrations and / or block diagrams , can be imple 
examples of the computer readable storage medium includes mented by computer readable program instructions . 
the following : a portable computer diskette , a hard disk , a These computer readable program instructions may be 
random access memory ( RAM ) , a read - only memory provided to a processor of a general purpose computer , 
( ROM ) , an erasable programmable read - only memory special purpose computer , or other programmable data pro 
( EPROM or Flash memory ) , a static random access memory 45 cessing apparatus to produce a machine , such that the 
( SRAM ) , a portable compact disc read - only memory ( CD instructions , which execute via the processor of the com 
ROM ) , a digital versatile disk ( DVD ) , a memory stick , a puter or other programmable data processing apparatus , 
floppy disk , a mechanically encoded device such as punch create means for implementing the functions / acts specified 
cards or raised structures in a groove having instructions in the flowchart and / or block diagram block or blocks . These 
recorded thereon , and any suitable combination of the fore- 50 computer readable program instructions may also be stored 
going . A computer readable storage medium , as used herein , in a computer readable storage medium that can direct a 
is not to be construed as being transitory signals per se , such computer , a programmable data processing apparatus , and / 
as radio waves or other freely propagating electromagnetic or other devices to function in a particular manner , such that 
waves , electromagnetic waves propagating through a wave the computer readable storage medium having instructions 
guide or other transmission media ( e.g. , light pulses passing 55 stored therein comprises an article of manufacture including 
through a fiber - optic cable ) , or electrical signals transmitted instructions which implement aspects of the function / act 
through a wire . specified in the flowchart and / or block diagram block or 

Computer readable program instructions described herein blocks . 
can be downloaded to respective computing / processing The computer readable program instructions may also be 
devices from a computer readable storage medium or to an 60 loaded onto a computer , other programmable data process 
external computer or external storage device via a network , ing apparatus , or other device to cause a series of operational 
for example , the Internet , a local area network , a wide area steps to be performed on the computer , other programmable 
network and / or a wireless network . The network may com apparatus or other device to produce a computer imple 
prise copper transmission cables , optical transmission fibers , mented process , such that the instructions which execute on 
wireless transmission , routers , firewalls , switches , gateway 65 the computer , other programmable apparatus , or other 
computers and / or edge servers . A network adapter card or device implement the functions / acts specified in the flow 
network interface in each computing processing device chart and / or block diagram block or blocks . 
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The flowchart and block diagrams in the Figures illustrate 2. The method of claim 1 , wherein the anomaly detection 
the architecture , functionality , and operation of possible model comprises a plurality of online networked anomaly 
implementations of systems , methods , and computer pro detection ( ONAD ) modules , and the method further com 
gram products according to various embodiments of the prising : 
present invention . In this regard , each block in the flowchart 5 training the anomaly detection model , comprising : 
or block diagrams may represent a module , segment , or collecting sensor data from the plurality of sensor 
portion of instructions , which comprises one or more devices onboard the aircraft during a plurality of 
executable instructions for implementing the specified logi previous flights ; and 
cal function ( s ) . In some alternative implementations , the for each of the plurality of previous flights , and for each 
functions noted in the block may occur out of the order noted of the plurality of ONAD modules , updating a 
in the figures . For example , two blocks shown in succession respective module memory array with a respective 
may , in fact , be executed substantially concurrently , or the learned test reference ( LTR ) point for the previous 
blocks may sometimes be executed in the reverse order , flight . 
depending upon the functionality involved . It will also be 3. The method of claim 2 , wherein each LTR point 
noted that each block of the block diagrams and / or flowchart comprises one or more statistical measures , correlation 
illustration , and combinations of blocks in the block dia coefficients or other values of a feature measured against 
grams and / or flowchart illustration , can be implemented by itself or any other feature or a plurality of other features , and 
special purpose hardware - based systems that perform the wherein training the anomaly detection model further com 
specified functions or acts or carry out combinations of 20 prises : 
special purpose hardware and computer instructions . determining a convergence bound value ; 
While the foregoing is directed to embodiments of the calculating a convergence value for each LTR point across 

present invention , other and further embodiments of the the plurality of previous flights ; and 
invention may be devised without departing from the basic upon determining that a calculated convergence values for 
scope thereof , and the scope thereof is determined by the 25 a first one of the plurality of previous flights exceeds 
claims that follow . the convergence bound value , determining that the 

training is complete . 
What is claimed is : 4. The method of claim 3 , wherein the convergence values 
1. A method , comprising : are calculated according to the following equation 
collecting sensor data from a plurality of sensor devices 

onboard an aircraft during a flight , wherein the col 
lected sensor data from the plurality of sensor devices 
onboard the aircraft comprises any combination of 
measurements including pressure , temperature , flight 35 CVIH 

max ( FM , F ! " ) - min ( FH , F ! " ) parameters , aircraft parameters , and environmental 
measurements during different phases of the flight ; 

retrieving a plurality of feature definitions , wherein a first where F ; " represents the LTR point for a specified flight i 
one of the plurality of feature definitions specifies one and that includes learned features for ONAD module m . 
or more of the plurality of sensor devices and an 40 5. The method of claim 1 , wherein a first one of the 
algorithm for deriving data values from sensor data plurality of feature definitions comprises a temporal repre 
collected from the one or more sensor devices ; sentation of a measure of a differential magnitude over a 

determining whether anomalous activity occurred during window of time between values from one of the plurality of 
the flight using an anomaly detection model , wherein sensor devices , and wherein determining whether the 
the anomaly detection model describes a pattern of 45 anomalous activity occurred during the flight using the 
normal feature values for at least the first feature anomaly detection model , further comprises : 
definition , wherein the determining further comprises calculating the feature values , based on the collected 
comparing feature values calculated from the collected sensor data and the plurality of feature definitions . 
sensor data with the pattern of normal feature values for 6. The method of claim 1 , wherein comparing the feature 
the first feature definitions , 50 values calculated from the collected sensor data with the 
wherein an anomaly is detected comprising at least one pattern of normal feature values for the first feature defini 

of ( i ) a point anomaly where a first data instance of tion is further based on a respective time value during the 
a plurality of data instances is anomalous relative to flight at which the collected sensor data was collected by the 
other data instances in the plurality of data instances , respective one or more sensor devices , and wherein the time 
( ii ) a contextual anomaly where a second one of the 55 is expressed as at least one of ( i ) a measure of time elapsed 
plurality of data instances is anomalous relative to a since a beginning of the flight , ( ii ) a measure of time during 
specific context , and ( iii ) a collective anomaly where one of a plurality of phases during the flight , ( iii ) a measure 
two or more data instances within the plurality of of time remaining in the flight , ( iv ) a percentage amount of 
data instances are anomalous relative to a remainder time elapsed since a beginning of the flight and ( v ) a 
of the plurality of data instances , and 60 percentage amount of time remaining in the flight . 

wherein two or more of the plurality of data instances 7. The method of claim 1 , wherein comparing the feature 
are anomalous relative to a remainder of the plurality values calculated from the collected sensor data with the 
of data instances , even though each of the two or pattern of normal feature values for the first feature defini 
more data instances is not anomalous in and of itself ; tion further comprises : 
and calculating the feature values based on one or more 

generating a report specifying a measure of the anomalous windows of sensor data collected by the respective one 
activity for the flight . or more sensor devices during the flight . 

j = 1 j = 1 
? - 1 

65 
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8. The method of claim 1 , wherein determining whether calculating an aggregate anomaly score for the flight as 
anomalous activity occurred during the flight further com AM = D " : M , " 
prises : 15. The method of claim 1 , further comprising : 

calculating an anomaly score for the flight , wherein the outputting for display at least a portion of the report 
anomaly score characterizes the anomalous activity specifying the measure of the anomalous activity for 
that occurred during the flight with respect to both a the flight ; and 
duration of the anomalous activity and a magnitude of performing one or more maintenance activities on the 
the anomalous activity . aircraft , as a result of the report , so as to prevent 

9. The method of claim 8 , wherein a , " represents a anomalous activity from occurring during one or more 
number of anomalies detected by module m during the flight 10 subsequent flights of the aircraft . 
i , wherein T , " represents a number of samples provided to 16. The method of claim 1 , further comprising : 
module m during the flight i , wherein receiving , over a data communications network , addi 

tional sensor data collected from a second plurality of 
sensor devices onboard at least one additional aircraft 

am p ? during a plurality of previous flights ; and 
training the anomaly detection model , wherein the 

anomaly detection model comprises a plurality of 
represents a percentage of the flight that module m consid online networked anomaly detection ( ONAD ) mod 
ered anomalous , wherein pe " represents a threshold percent- 20 ules , and comprising , for each of the plurality of 
age of anomalous that , if exceeded , indicates that the flight previous flights , updating a respective module memory 
is considered anomalous . array with a respective learned test reference ( LTR ) 

10. The method of claim 9 , wherein a weighting value w ; " point for the previous flight . 
used to scale an output of the anomaly score based on a 17. A non - transitory computer - readable medium contain 
convergence value CV , " , wherein 25 ing computer program code that , when executed , performs 

an operation comprising : 
collecting sensor data from a plurality of sensor devices 1 - CV where 3 jsi such that CV " > CB " onboard an aircraft during a flight ; 1 - po retrieving a plurality of feature definitions , wherein a first 1 , one of the plurality of feature definitions specifies one 

or more of the plurality of sensor devices and an 
11. The method of claim 10 , wherein the calculated algorithm for deriving data values from sensor data 

anomaly score for the flight comprises a duration anomaly collected from the one or more sensor devices ; 
score D ; " , wherein the duration anomaly score is calculated determining whether anomalous activity occurred during 

the flight using an anomaly detection model , wherein 
the anomaly detection model describes a pattern of 
normal feature values for at least the first feature 

p definition , wherein the determining further comprises : D ? " = w . " comparing feature values calculated from the collected 
sensor data with the pattern of normal feature values 
for the first feature definitions , and 12. The method of claim 11 , further comprising deter calculating an anomaly score for the flight , wherein the mining that the flight is an anomalous flight , responsive to anomaly score characterizes the anomalous activity determining that the duration anomaly score is greater than that occurred during the flight with respect to both a or equal to 1 . duration of the anomalous activity and a magnitude 13. The method of claim 12 , wherein determining whether of the anomalous activity , anomalous activity occurred during the flight using an wherein a , " represents a number of anomalies detected anomaly detection model further comprises : by module m during the flight i , wherein T ; " " repre calculating a single flight magnitude anomaly score M ; " , sents a number of samples provided to module m wherein the single flight magnitude anomaly score is 50 during the flight i , wherein 

calculated as 

== { otherwise 30 

35 
as 

40 

45 

ph = 

( F ; - Fm ) ( 1 ) ?? M " = w " 55 
?? 

j = 1 

where a , " represents the number of anomalies for flight 
i and module m , F , represents an observed anomalous 60 
point , Fm represents a learned mean for the module m , 
Om represents a standard deviation for the module m , 
and o , represents an outlier threshold value used to 
scale the single flight magnitude anomaly score . 

14. The method of claim 13 , wherein determining whether 65 
anomalous activity occurred during the flight using an 
anomaly detection model further comprises : 

represents a percentage of the flight that module m 
considered anomalous , and wherein pe " represents a 
threshold percentage of anomalies that , if exceeded , 
indicates that the flight is considered anomalous ; and 

generating a report specifying a measure of the anomalous 
activity for the flight . 

18. A system , comprising : 
one or more computer processors ; and 
a memory containing computer program code that , when 

executed by operation of the one or more computer 
processors , performs an operation comprising : 
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collecting sensor data from a plurality of sensor devices wherein an anomaly is detected comprising at least 
onboard an aircraft during a flight , wherein the one of ( i ) a point anomaly where a first data 
collected sensor data from the plurality of sensor instance of a plurality of data instances is anoma devices onboard the aircraft comprises any combi lous relative to other data instances in the plurality nation of measurements including pressure , tempera- 5 of data instances , ( ii ) a contextual anomaly where ture , flight parameters , aircraft parameters , and envi a second one of the plurality of data instances is ronmental measurements during different phases of 
the flight ; anomalous relative to a specific context , and ( iii ) 

retrieving a plurality of feature definitions , wherein a a collective anomaly where two or more data 
first one of the plurality of feature definitions speci instances within the plurality of data instances are 
fies one or more of the plurality of sensor devices and anomalous relative to a remainder of the plurality 
an algorithm for deriving data values from sensor of data instances , and 
data collected from the one or more sensor devices ; wherein two or more of the plurality of data determining whether anomalous activity occurred dur instances are anomalous relative to a remainder of ing the flight using an anomaly detection model , the plurality of data instances , even though each of wherein the anomaly detection model describes a the two or more data instances is not anomalous in 
pattern of normal feature values for at least the first and of itself ; and feature definition , wherein the determining further 
comprises comparing feature values calculated from generating a report specifying a measure of the anoma 
the collected sensor data with the pattern of normal lous activity for the flight . 
feature values for the first feature definitions , 
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